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FISA HEARING

THURSDAY, SEPTEMBER 20, 2007

HOUSE OF REPRESENTATIVES,
PERMANENT SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The committee met, pursuant to call, at 9:15 a.m., in room 1300,
Longworth House Office Building, the Honorable Silvestre Reyes
(chairman of the committee) presiding.

Present: Representatives Reyes, Cramer, Eshoo, Holt,
Ruppersberger, Tierney, Thompson, Schakowsky, Langevin, Mur-
phy, Hoekstra, Gallegly, Wilson, Thornberry, Tiahrt, and Issa.

Staff Present: Michael Delaney, Staff Director; Wyndee Parker,
Deputy Staff Director/General Counsel; Jeremy Bash, Chief Coun-
sel; Mieke Eoyang, Professional Staff; Eric Greenwald, Professional
Staff; Don Vieira, Professional Staff, Mark Young, Professional
Staff; Kristin R. Jepson, Security Director; Stephanie Leaman, Ex-
ecutive Assistant; Courtney Littig, Chief Clerk; Caryn Wagner,
Budget Director; Chandler Lockhart, Staff Assistant; Josh Resnick,
Staff Assistant; Brandon Smith, Systems Administrator; Chris
Donesa, Deputy Minority Staff Director/Chief Counsel; John W.
Heath, Minority Professional Staff; James Lewis, Minority Profes-
sional Staff; and Jamal Ware, Minority Press Secretary.

The CHAIRMAN. The committee will please come to order.

Today, the Committee will receive testimony from the Director of
National Intelligence, Admiral Michael McConnell, and the Assist-
ant Attorney General for National Security, Mr. Kenneth
Wainstein, who will join us shortly, concerning the Foreign Intel-
ligence Surveillance Act and the recently enacted legislation that
expanded the administration’s surveillance powers, the Protect
America Act, or, as commonly referred to, the PAA.

We are here today to discuss this legislation and deal with what
I think is one of the most critical issues of our time: the need to
balance measures intended to protect the homeland with pre-
serving civil liberties.

So, in that respect, I want to welcome our witness, Admiral
McConnell and when Mr. Wainstein gets here as well to our hear-
ing here.

I believe that getting this right is fundamental to the proper
functioning of this great democracy, and I believe that Congress
must do everything that it can to give the Intelligence Community
what it needs to protect America, at the same time ensuring that
we do not abandon the fundamental principles of liberty that
underpinned our Constitution.
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For more than 200 years, we have managed to have both liberty
and security, and I intend to do my part to ensure that we continue
to maintain this careful balance in the years to come.

This brings me to the recent modifications to FISA that Congress
passed on the eve of our August recess, legislation that I believe
alters that precious balance between liberty and security in an un-
necessary and perhaps even dangerous way.

I want to begin by setting the record straight about the concerns
that have been raised over the expansive scope of the new law.

There has been a lot of rhetoric from the administration and
some in Congress suggesting that critics of the new Act are placing
the rights of foreigners and terrorists before the need to protect
America. Our position shouldn’t be characterized as seeking to pro-
tect the rights of foreigners, plain and simple. Our concerns are
about protecting the rights of Americans, not foreigners abroad.
Thus, we are concerned for the privacy of Americans who may hap-
pen to be communicating with someone abroad.

To be clear, when a doctor living in Los Angeles calls a relative
living abroad, I am concerned about her rights. When a soldier
serving in Iraq or Afghanistan emails home to let his family know
that he made it back from his latest mission, I am concerned about
his rights and the rights of his family.

But, under the new law, we have allowed the government to
intercept these calls and these emails without a warrant and with-
out any real supervision from the judicial branch. In doing so, we
have unnecessarily put liberty in jeopardy by handing unchecked
power to the executive branch. I say unnecessarily because there
was no need to do this in this particular way. There was an alter-
native, but the administration chose to torpedo it.

With that, let me explain. In late July, the Director of National
Intelligence came to us and identified a specific gap which he de-
scribed publicly as a backlog with respect to the FISA process that
he claimed had placed our country in a heightened state of danger.

At first, he said that he needed two things: number one, a way
to conduct surveillance of foreign targets in a block without indi-
vidual determinations of probable cause; and, two, a way to compel
communications carriers to cooperate. We gave him both of those
powers.

After we shared our draft legislation with him, he came back to
Congress and said that he wanted three more things. We again
agreed and tailored our bill to provide each of these three things.
That bill, H.R. 3356, was a result of substantial and I believe at
the time good-faith negotiations with Admiral McConnell.

We gave Director McConnell everything he said that he needed
to protect America. But it also did something else. It also protected
our Constitution.

Yet, at the final hour and without explanation, after having re-
peatedly assured us that the negotiations had been in good faith,
the administration rejected that proposal. Director McConnell not
only rejected it, he issued a statement urging Congress to vote it
down, claiming it would not allow him to carry out his responsi-
bility to protect our Nation.

Director McConnell, today, in your testimony, I would like to
hear your side of this story.
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I want to hear why it is that even though we tailored legislation
to meet your requirements you still rejected it.

I want to hear why you believe that H.R. 3356 would not have
allowed you to do your job and why you issued a statement to that
effect on the eve of the House vote.

I want to know what specifically you believe was lacking in H.R.
3356.

And, most importantly, Admiral McConnell, I want to know what
it is about the inclusion of proper checks and balances and over-
sight in our bill that you found so unacceptable.

These are important questions, because Congress intends to
enact new legislation as soon as possible as a replacement to the
administration’s bill. In early October, at the Speaker’s request,
this committee will mark up FISA legislation to address the needs
of our Intelligence Community.

The new legislation will deal with the deep flaws in the adminis-
tration’s bill: the vague and confusing language that allows for
warrantless physical searches of America’s homes, offices, and com-
puters; the conversion of the FISA Court into what we believe is
a rubber stamp; and the insufficient protections for Americans who
are having their phone calls listened to and emails read under this
new authority as we speak here today.

Before closing, I want to take this opportunity to reiterate a criti-
cally important request for documentation regarding the NSA sur-
veillance program that still remains outstanding.

As I have said before, to date, the administration refuses to
share critical information about this program with Congress. More
than 3 months ago, Ranking Member Hoekstra and I sent a letter
to the Attorney General and the DNI requesting copies of the
President’s authorizations and the DOJ legal opinions. We have yet
to receive this information.

Congress cannot and should not be expected to legislate on such
important matters in the dark. I would hope that, Admiral McCon-
nell, you and Mr. Wainstein, when he gets here, will help us in get-
ting this material so that we can have a clear understanding of the
issues that we are dealing with as a committee.

So I look forward to this hearing, and I want to now recognize
the ranking member for any statement that he may wish to make.

Mr. HOEKSTRA. Thank you, Mr. Chairman. Good morning.

Good morning, Director McConnell, and we appreciate you being
here. We also appreciate all of the work that you did back in July
to make sure that we got a bill through the House and through the
Senate to the President’s desk that enabled us to provide the NSA,
the Intelligence Community, with the flexibility, the agility and the
tools that it needed to keep us safe.

You know, Republicans weren’t invited to be a part of the nego-
tiations as the Democratic bill was developed; and, you know, that
was a disappointing effort. You know, most of the time, things in
the Intelligence Committee, we have tried to do these things in bi-
partisan ways. But since we weren’t part of the process, the only
thing we could do was take a look at the end results. And there
is no doubt that the bill that passed the House in a bipartisan
basis, the bill that passed the Senate in a bipartisan basis did ex-
actly what you had identified needed to happen: one, a bill in a
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piece of legislation that could become law that would give the Intel-
ligence Community the tools that it needed to be successful to keep
America safe and provided very appropriately the kind of balance
that we need to protect American civil liberties.

Today’s hearing highlights the critical need for speed and agility.
In intelligence collection, one of the things that we have learned is
that an Intelligence Community that for so many years was de-
signed to be one step faster than the former Soviet Union in the
threat that came from the former Soviet Union was not going to
be good enough to face the threat that we face from radical
jihadists today. So the changes that we need and the changes that
were made were designed to keep and to put the Intelligence Com-
munity in step with where technology was today and where the
threat level was.

Since the President signed the bill, the Intelligence Community
has succeeded in closing that intelligence gap that you identified in
July. There should be no significant disagreement that the Protect
America Act has improved our intelligence capabilities, made our
country safer; and, regardless of the specific authorities used, the
recent terrorism-related arrests in Germany and Denmark dem-
onstrated why timely intelligence collection is so critical and why
we must ensure that the professionals at our intelligence agencies
continue to have the streamlined and effective tools at their dis-
posal.

Not only did the Intelligence Community effectively take and
participate in taking down these threats, we also know that these
threats continue. There have been a couple of bin Laden tapes.
There is a Zawahiri tape that may be out there today. We will have
to wait for the Intelligence Community to validate its authenticity.
There are rumors of another bin Laden tape.

But some of us were in the war zone over the weekend. We were
in Afghanistan, we were in Pakistan, we were in Iraq, and we
talked to the intelligence folks and our folks on the ground, and we
asked them about the threat and said, hey, is there any way that
we possibly miscalculated this threat, that it is overblown? And
consisltently the people have come back and said now this threat
is real.

And one of the comments that came out that kind of sticks with
me is one of our folks said, you know, we see threats all the time,
we are working on threats all the time, and these are the kinds of
things that I wouldn’t want my parents to know about, the kinds
of things that these people would like to do against the homeland.

And that is why it is important that America cannot afford to go
dark and reopen the intelligence gaps under FISA.

You know, earlier this week, the committee received testimony
information from the administration, other outside groups, that I
hope have put to rest that the myth that the Protect America Act
somehow reduces civil liberties protections for Americans. As Direc-
tor McConnell and Mr. Wainstein will again, I think, will reaffirm
today, the law does not permit reverse targeting of Americans or
the searches of the homes and businesses of ordinary citizens that
some have breathlessly contained in the bill.

The Department of Justice has made it clear that it believes it
must seek a court order to target the communications of Ameri-
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gans, and the committee will continue to carefully ensure that it
0es so.

We also learned that some of the activists, special interest groups
that testified seek not to preserve the structure of FISA as we have
known it but instead want to impose substantial and crippling new
restrictions on our intelligence agency. If you go back and you read
some of the testimony, it is clear. They do want to provide the civil
liberties protections that we give to American citizens and people
residing within our borders. They want to extend those rights to
foreign individuals, including foreign terrorists, and that is the sum
and total of what they intend to do.

With that, Mr. Chairman, I will submit my entire statement for
the record and yield back the balance of my time.

The CHAIRMAN. Without objection.

[The statement of Mr. Hoekstra follows:]
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Opening Statement
Of

Congressman Peter Hoekstra
Ranking Republican

Permanent Select Committee on Intelligence
Hearing on Foreign Intelligence Surveillance Act

September 20, 2007

Good morning. | want to welcome Director McConnell and Mr.
Wainstein to this morning's hearing.

Today’s hearing highlights the critical need for speed and agility
in intelligence collection against America’s adversaries, including
detecting and preventing potential terrorist attacks. The Protect
America Act recently was enacted to close significant and alarming
intelligence gaps that had arisen because of restrictions that were
causing the Foreign Intelligence Surveillance Act, or FISA, to be
applied to foreign persons in foreign countries who were never
intended to be covered by FISA. Our intelligence agencies were

missing a significant portion of what we should have been getting to
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detect potential foreign terrorists in foreign countries and to prevent
potential attacks on Americans at a time of enhanced threat.

Since the President signed the bill, the Intelligence Community
has succeeded in closing the intelligence gap, while also carefully
ensuring appropriate protections for civil liberties and enhanced
oversight. There should be no significant disagreement that the
Protect America Act has improved our intelligence capabilities and
made our country safer. And — regardiess of the specific authorities
used - the recent terrorism-related arrests in Germany and Denmark
demonstrated why timely intelligence collection is so critical, and why
we must ensure that the professionals at our intelligence agencies
continue to have streamlined and effective tools at their disposal.

America cannot afford to “go dark” and re-open the intelligence
gap for foreign targets under FISA. The authorities in the Protect
America Act must be made permanent, along with liability protection
for third parties who may assist the government and provisions to
further streamline the FISA process.

Earlier this week, the Committee reviewed testimony and
information from the Administration and from outside groups that |

hope put to rest the myth that the Protect America Act somehow
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reduces civil liberties protection for Americans. As Director
McConnell and Mr. Wainstein will again reaffirm today, the law does
not permit either “reverse targeting” of Americans, or the searches of
the homes and businesses of ordinary citizens that some have
breathlessly claimed is contained in the bill. The Department of
Justice has made clear that it believes it must seek a court order to
target the communications of Americans, and the Committee will
continue to carefully ensure that it does so.

We also learned this week that what activist special interest
groups seek is not to preserve the structure of FISA as we have
known it, but instead to impose substantial and crippling new
restrictions on our intelligence agencies. Those restrictions would
hamper surveillance of potential terrorists in order to extend Fourth
Amendment constitutional rights to foreigners that the Supreme Court
has clearly said they are not entitled to. In fact, those groups want to
give greater protections to terrorist suspects than American citizens
who communicate with people suspected in criminal investigations
under court-approved warrants get.

We also learned that the outside activists want to require the

intelligence community to get federal judges to approve intelligence
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collection for foreign targets in foreign countries, even though both
the Constitution and longstanding legal precedent make clear that
courts should give great deference to the Executive Branch in matters
of national security.

At a time of continued significant threat from radical jihadists
and other adversaries around the world, we cannot move backward.
We must continue to ensure that our intelligence professionals have
the full array of necessary tools at their disposal, consistent with the
longstanding protections for civil liberties. | look forward to the

testimony today.
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The CHAIRMAN. We have been joined by Mr. Wainstein.

Mr. Wainstein, welcome to the hearing. We appreciate your par-
ticipating here this morning.

Mr. WAINSTEIN. Thank you, Mr. Chairman.

The CHAIRMAN. With that——

Mr. IssA. If T could make a brief opening statement. One minute.

The CHAIRMAN. Okay. Mr. Issa is recognized for one minute.

Mr. IssA. I do think that something needs to be cleared up in
real time.

During your opening statements, Mr. Chairman, I think uninten-
tionally you talked about soldiers phoning or emailing home; and
I think it is important to have in the record that, in fact, in World
War II, in fact, in Korea and, in fact, in Vietnam, no soldier had
an expectation that his phone calls or his emails, which didn’t exist
then, but his regular mails were not going to be potentially
censored. In fact, someone only has to watch an old version of
MASH to see what things looked like after they went through scru-
tiny on mail to find out whether or not it might divulge information
from the battlefield.

So I would hope that when we go through this dialogue we not
use our soldiers risking their lives and limbs as somehow a group
that expects not to have communication heard. Just the opposite.
I would say that our men and women in uniform are the first to
say I am not worried about what you listen to or email coming
from the battlefield. Just the opposite. I need to be kept safe by
making sure that in fact we do secure that kind of information
coming from Afghanistan and Iraq.

So I know the chairman is a soldier himself and didn’t intend to
misstate that, but I thought it had to be put into the record, and
I yield back.

The CHAIRMAN. Well, I want to thank my colleague from Cali-
fornia for clarifying the fact that we may be spying on our own sol-
diers.

The CHAIRMAN. With that, Director McConnell, you are recog-
nized for your opening statement.

STATEMENT OF MICHAEL McCONNELL, DIRECTOR OF
NATIONAL INTELLIGENCE

Director MCCONNELL. Thank you, Chairman Reyes, Ranking
Member Hoekstra, members of the committee. It is a pleasure to
appear before you today. I appreciate the opportunity to discuss the
Protect America Act, as we refer to it as PAA, and the need for
lasting modernization of the Foreign Intelligence Surveillance Act,
which we refer to as FISA. I am pleased to be joined today by As-
sistant Attorney General Ken Wainstein of the Department of Jus-
tice, National Security Division.

It is my belief that the first responsibility of intelligence is to
achieve understanding and to provide warning. As the head of the
Nation’s Intelligence Community, it is not only my desire but in
fact my duty to encourage changes to policy and procedures and,
where needed, legislation to improve our ability to provide warning
of terrorist or other attacks of the country.

On taking up this post, it became clear to me that our foreign
intelligence capabilities were being degraded. I learned that collec-
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tion using authorities provided by FISA continued to be instru-
mental in protecting the Nation, but, due to changes in technology,
iche law was actually preventing us from collecting foreign intel-
igence.

I learned that Members of Congress in both Chambers and on
both sides of the aisle had, in fact, proposed legislation to mod-
ernize FISA; and this was accomplished in 2006. In fact, a bill was
passed in the House in 2006. And so the dialogue on FISA has been
on going for some time. This has been a constructive dialogue, and
I hope it continues in the furtherance of serving the Nation to pro-
tect our citizens.

None of us want a repeat of the 9/11 attacks, although al-Qa’ida
has stated their intention to conduct another such attack.

As is well known to this committee, FISA is the Nation’s statute
for conducting electronic surveillance, a very important term, elec-
tronic surveillance. That is some of our disagreement on interpreta-
tion, and we will have more to say about that later.

The other part of the Act is for physical search for foreign intel-
ligence purposes.

When passed in 1978, FISA was carefully crafted to balance the
Nation’s need for collection of foreign intelligence information with
the need to provide protection for civil liberties and privacy rights
of our citizens. There were abuses of civil liberties from the 1940s
to the 1970s that were galvanized by the abuses of Watergate that
led to this action we call FISA.

The 1978 law created a special court, a Foreign Intelligence Sur-
veillance Court, to provide judicial review of the process. The
Court’s members devote a considerable amount of their time and
efforts while at the same time fulfilling their district court respon-
sibilities. We are indeed grateful for their service.

FISA is very complex, therein the problem. It is extremely com-
plex. And in our dialogue today what we will examine is if you in-
sert a word or a phrase, it has potentially unintended con-
sequences, and that is the sum of our disagreement over not being
able to examine the unintended consequences due to the press of
time.

It has a number of substantial requirements, detailed applica-
tions, constant, extensive, factual information that require approval
by several high-ranking officials in the executive branch before it
even goes to the Court. The applications are carefully prepared,
and they are subject to multiple levels of review for legal and fac-
tual sufficiency.

It is my steadfast belief that the balance struck by the Congress
in 1978 was not only elegant, it was the right balance to allow my
Community to conduct foreign intelligence while protecting Ameri-
cans.

Why did we need the changes that the Congress passed in Au-
gust? FISA’s definition—and I mentioned this earlier—electronic
surveillance simply did not keep pace with technology. Let me ex-
plain what I mean by this: FISA was enacted before cell phones,
before email, and before the Internet was a tool used by hundreds
of millions of people, to include terrorists.

When the law was passed in 1978, almost all local calls in the
United States were on a wire, and almost all international calls
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were in the air known as wireless. Therefore, FISA was written in
1978 to distinguish between collection on wire and collection out of
the air.

Today, the situation is completely reversed. Most international
communications are on a wire fiber optic cable, and local calls are
in the air.

FISA was originally—FISA also originally placed a premium on
the location of the collection. There was the cause of our problem.
On a wire in the United States equaled a warrant requirement,
even if it was against a foreign person located overseas.

Because of these changes in technology, communications in-
tended to be excluded from FISA in 1978 were, in fact, frequently
included in 2007. This had real consequences. It meant the commu-
nity in a significant number of cases was required to demonstrate
probable cause to a court to collect communications of a foreign in-
telligence target located overseas.

That is very important, and I would emphasize it: probable cause
level of justification to collect against a foreign target located over-
seas.

Because of this, the old FISA’s requirements prevented the Intel-
ligence Community from collecting important intelligence informa-
tion on current threats.

In a debate over the summer and since, I have heard individuals
both inside the government and outside assert that the threats to
our Nation do not justify this authority. Indeed, I have been ac-
cused of exaggerating the threat that the Nation faces. Allow me
to attempt to dispel that notion.

The threats that we face are real, and they are serious. In July
of this year, we released a National Intelligence Estimate, referred
to as the NIE, on the terrorist threat to the homeland. The NIE
is the Community’s most authoritative written judgment on a par-
ticular subject. It is coordinated among all 16 agencies of the Com-
munity. The key judgements from this NIE are posted on our Web
site, and I would encourage all to review the full details.

In short, the NIE’s assessments stated the following: The U.S.
homeland will face a persistent and evolving terrorist threat over
the 3 years that is the period of the estimate. The main threats
come from Islamic terrorist groups and cells and, most especially,
al-Qa’ida. Al-Qa’ida continues to coordinate with regional groups
such as al-Qa’ida in Iraq, across northern Africa and in other re-
gions. Al-Qa’ida is likely to continue to focus on prominent political,
economic, and infrastructure targets with the goal of producing
mass casualties. I repeat for effect: with the goal of producing mass
casualties.

Also, the goal is visually dramatic destruction, significant eco-
nomic aftershock and fear in the U.S. population.

These terrorists are weapons proficient, they are innovative, and
they are persistent. Al-Qa’ida will continue to try to acquire chem-
ical, biological, radiological and nuclear material for attacks; and,
if achieved, they will use them, given the opportunity to do so.

Global trends and technology will continue to enable even small
numbers of alienated people to find and connect with one another,
justify their anger, even intensify their anger and mobilize re-
sources to attack, all without requiring a centralized terrorist orga-
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nization, training camp or leader. This is the threat we face today
and one that our Community is challenged to counter.

Moreover, these threats we face are not limited to terrorism.
Countering the proliferation of weapons of mass destruction is also
an urgent priority, and FISA is most frequently the source of infor-
mation in that area.

The Protect America Act updating FISA passed by Congress and
signed into law by the President on the 5th of August has already
made the Nation safer. After the law was passed, we took imme-
diate action to close critical gaps related to terrorist threats. The
Act enabled us to do this because it contained the five following pil-
lars:

It clarified the definition of electronic surveillance under FISA in
that it should not be construed to encompass surveillance directed
gt a person reasonably believed to be located outside the United

tates.

Second, under the Act, we are now required to submit to the
FISA Court for approval the procedures we use to determine that
a target of the acquisition is a person outside of the United States.
This portion is new and was added to give the Congress and the
public more confidence in the process.

In addition to oversight by the Congress, the new FISA proce-
dures involving foreign threats are now overseen by the courts.

The Act allows the Attorney General and the DNI to direct com-
munication providers to cooperate with us to acquire foreign intel-
ligence information.

The Act also provides liability protection proscriptively for pri-
vate parties who assist us when we are directing with a lawful di-
rective to collect foreign intelligence information.

And, most importantly, most importantly to this committee and
certainly to me, FISA, as amended by the Protect America Act, con-
tinues to require that we obtain a court order to conduct electronic
surveillance or physical search against all persons located inside
the United States.

I ask your partnership in working for a meaningful update to
this important law that assists us in protecting the Nation while
protecting our values.

There are three key areas that continue to need attention:

The reasons that I have outlined today is critical that FISA’s def-
inition of electronic surveillance be amended permanently so that
it does not cover foreign intelligence targets reasonably believed to
be located outside the United States.

Second, I call on Congress to act swiftly to provide retroactive li-
ability protection to the private sector. It is important to keep in
mind that the Intelligence Community often needs the assistance
of the private sector to protect the Nation. We simply cannot go
alone. We must provide protection to the private sector so that they
can assist the Community in protecting the Nation, while adhering
to their own corporate fiduciary duties.

Thirdly, in April of 2007, in a bill that we submitted to Congress,
we asked for a number of streamlining provisions that would make
processing FISA applications more effective and efficient. These
changes would substantially improve the FISA process without af-
fecting the important substantive requirements of the law.
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Finally, we understand and fully support the requirement for the
Community to obtain a court order or a warrant any time we tar-
get a target for foreign surveillance that is located inside the
United States. That was true in 1978 when the law was originally
passed. It is true today with the update that became law last
month.

Mr. Chairman, that completes my remarks. I would be happy to
answer your questions.

The CHAIRMAN. Thank you, Admiral.

[The statement of Director McConnell follows:]
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STATEMENT FOR THE RECORD OF
JMICHAEL McCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

BEFORE THE
PERMANENT SELECT COMMITTEE ON INTELLIGENCE
HOUSE OF REPRESENTATIVES

September 20, 2007

Good morning Chairman Reyes, Ranking Member Hoekstra, and Members
of the Committee:

Thank you for inviting me to appear here today in my capacity as
head of the United States Intelligence Community (IC). I appreciate this
opportunity to discuss the 2007 Protect America Act; updating the Foreign
Intelligence Surveillance Act; and our implementation of this important new
authority that allows us to more effectively collect timely foreign
intelligence information. I look forward to discussing the need for lasting
modernization of the Foreign Intelligence Surveillance Act (FISA),
including providing liability protection for the private sector. I am pleased
to be joined here today by Assistant Attorney General Ken Wainstein of the
Department of Justice’s National Security Division.

Before I begin, I need to note that some of the specifics that support
my testimony cannot be discussed in open session. I understand, and am
sensitive to the fact, that FISA and the Protect America Act and the types of
activities these laws govern, are of significant interest to Congress and to the
public. For that reason, [ will be as open as I can, but such discussion comes
with degrees of risk. This is because open discussion of specific foreign
intelligence collection capabilities could cause us to lose those very same
capabilities. Therefore, on certain specific issues, I am happy to discuss
matters further with Members in a classified setting.

It is my belief that the first responsibility of intelligénce is to achieve
understanding and to provide warning. As the head of the nation’s
Intelligence Community, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
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improve our ability to provide warning of terrorist or other threats to our
security. To that end, very quickly upon taking up this post, it became clear
to me that our foreign intelligence collection capability was being degraded.
This degradation was having an increasingly negative impact on the IC’s
ability to provide warning to the country. In particular, I learned that our
collection using the authorities provided by FISA were instrumental in
protecting the nation from foreign security threats, but that, due to changes
in technology, the law was actually preventing us from collecting additional
foreign intelligence information needed to provide insight, understanding
and warning about threats to Americans.

And so I turned to my colleagues in the Intelligence Community to
ask what we could do to fix this problem, and I learned that a number of
intelligence professionals had been working on this issue for some time
already. In fact, over a year ago, in July 2006, the Director of the National
Security Agency (NSA), Lieutenant General Keith Alexander, and the
Director of the Central Intelligence Agency (CIA), General Mike Hayden,
testified before the Senate Judiciary Committee regarding proposals that
were being considered to update FISA.

Also, over a year ago, Members of Congress were concerned about
FISA, and how its outdated nature had begun to erode our intelligence
collection capability. Accordingly, since 2006, Members of Congress on
both sides of the aisle have proposed legislation to modernize FISA. The
House passed a bill last year. And so, while the Protect America Act is new,
the dialogue among Members of both parties, as well as between the
Executive and Legislative branches, has been ongoing for some time. In my
experience, this has been a constructive dialogue, and I hope that this
exchange continues in furtherance of serving the nation well.

The Balance Achieved By FISA

The Foreign Intelligence Surveillance Act, or FISA, is the nation’s
statute for conducting electronic surveillance and physical search for foreign
intelligence purposes. FISA was passed in 1978, and was carefully crafted to
balance the nation’s need to collect foreign intelligence information with the
protection of civil liberties and privacy rights. I find it helpful to remember
that while today’s political climate is charged with a significant degree of
alarm about activities of the Executive Branch going unchecked, the late
1970°s were even more intensely changed by extensively documented
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Government abuses. We must be ever mindful that FISA was passed in the
era of Watergate and in the aftermath of the Church and Pike investigations,
and therefore this foundational law has an important legacy of protecting the
rights of Americans. Changes we make to this law must honor that legacy to
protect Americans, both in their privacy and against foreign threats.

FISA is a complex statute, but in short it does several things. The
1978 law provided for the creation of a special court, the Foreign
Intelligence Surveillance Court, which is comprised of federal district court
judges who have been selected by the Chief Justice to serve. The Court’s
members devote a considerable amount of time and effort, over a term of
seven years, serving the nation in this capacity, while at the same time
fulfilling their district court responsibilities. We are grateful for their
service.

The original 1978 FISA provided for Court approval of electronic
surveillance operations against foreign powers and agents of foreign powers,
within the United States. Congress crafted the law specifically to exclude the
Intelligence Community’s surveillance operations against targets outside the
United States, including where those targets were in communication with
Americans, so long as the U.S. side of that communication was not the real
target.

FISA has a number of substantial requirements, several of which I
will highlight here. A detailed application must be made by an Intelligence
Community agency, such as the Federal Bureau of Investigation (FBI),
through the Department of Justice, to the FISA Court. The application must
be approved by the Attorney General, and certified by another high ranking
national security official, such as the FBI Director. The applications that are
prepared for presentation to the FISA Court contain extensive information.
For example, an application that targets an agent of an international terrorist
group might include detailed facts describing the target of the surveillance,
the target’s activities, the terrorist network in which the target is believed to
be acting on behalf of, and investigative results or other intelligence
information that would be relevant to the Court’s findings. These
applications are carefully prepared, subject to multiple layers of review for
legal and factual sufficiency, and often resemble finished intelligence
products.
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Once the Government files its application with the Court, a judge
reads the application, conducts a hearing as appropriate, and makes a
number of findings, including that there is probable cause that the target of
the surveillance is a foreign power or an agent of a foreign power, and that
the facilities that will be targeted are used or about to be used by the target.
If the judge does not find that the application meets the requirements of the
statute, the judge can either request additional information from the
government, or deny the application. These extensive findings, including
the requirement of probable cause, are intended to apply to persons inside
the United States.

It is my steadfast belief that the balance struck by Congress in 1978
was not only elegant, it was the right balance: it safeguarded privacy
protection and civil liberties for those inside the United States by requiring
Court approval for conducting electronic surveillance within the country,
while specifically allowing the Intelligence Community to collect foreign
intelligence against foreign intelligence targets located overseas. I believe
that balance is the correct one, and I look forward to working with you to
maintaining that balance to protect our citizens as we continue our dialogue
to achieve lasting FISA modernization.

Technology Changed

Why did we need the changes that the Congress passed in August?
FISA’s definition of electronic surveillance, prior to the Protect America Act
and as passed in 1978, has not kept pace with technology. Let me explain
what I mean by that. FISA was enacted before cell phones, before e-mail,
and before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all local
calls were on a wire and almost all international communications were in the
air, known as “wireless” communications. Therefore, FISA was written to
distinguish between collection on a wire and collection out of the air.

Now, in the age of modern telecommunications, the situation is
completely reversed; most international communications are on a wire and
local calls are in the air. Communications technology has evolved in ways
that have had unfortunate consequences under FISA. Communications that,
in 1978, would have been transmitted via radio or satellite, are now
transmitted principally via fiber optic cables. While Congress in 1978
specifically excluded from FISA’s scope radio and satellite communications,
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certain “in wire” or fiber optic cable transmissions fell under FISA’s
definition of electronic surveillance. Congress’ intent on this issue is clearly
stated in the legislative history:

“the legislation does not deal with international signals intelligence
activities as currently engaged in by the National Security Agency and
electronic surveillance conducted outside the United States.”

Thus, technological changes have brought within FISA’s scope
communications that the 1978 Congress did not intend to be covered.

Similarly, FISA originally placed a premium on the location of the
collection. Legislators in 1978 could not have been expected to predict an
integrated global communications grid that makes geography an increasingly
irrelevant factor. Today a single communication can transit the world even
if the two people communicating are only a few miles apart.

And yet, simply because our law has not kept pace with our
technology, communications intended to be excluded from FISA, were
included. This has real consequences to our men and women in the IC
working to protect the nation from foreign threats.

For these reasons, prior to Congress passing the Protect America Act
last month, in a significant number of cases, IC agencies were required to
make a showing of probable cause in order to target for surveillance the
communications of a foreign intelligence target located overseas. Then, they
needed to explain that probable cause finding in documentation, and obtain
approval of the FISA Court to collect against a foreign terrorist located in a
foreign country. Frequently, although not always, that person's
communications were with another foreign person located overseas. In such
cases, prior to the Protect America Act, FISA’s requirement to obtain a court
order, based on a showin g of probable cause, slowed, and in some cases
prevented altogether, the Government'’s ability to collect foreign intelligence
information, without serving any substantial privacy or civil liberties
interests.

National Security Threats
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In the debate surrounding Congress passing the Protect America Act, I
heard a number of individuals, some from within the government, some
from the outside, assert that there really was no substantial threat to our
nation justifying this authority. Indeed, I have been accused of exaggerating
the threats that face our nation.

Allow me to dispel that notion.
The threats we face are real, and they are serious.

In July 2007 we released the National Intelligence Estimate (NIE) on
the Terrorist Threat to the U.S. Homeland. An NIE is the IC’s most
authoritative, written judgment on a particular subject. It is coordinated
among all 16 Agencies in the IC. The key judgments are posted on our
website at dni.gov. [ would urge our citizens to read the posted NIE
judgments. The declassified judgments of the NIE include the foliowing:

o The U.S. Homeland will face a persistent and evolving terrorist threat
over the next three years. The main threat comes from Islamic terrorist
groups and cells, especially al-Qa’ida, driven by their undiminished
intent to attack the Homeland and a continued effort by these terrorist
groups to adapt and improve their capabilities.

¢ QGreatly increased worldwide counterterrorism efforts over the past
five years have constrained the ability of al-Qa’ida to attack the U.S.
Homeland again and have led terrorist groups to perceive the
Homeland as a harder target to strike than on 9/11.

¢ Al-Qa’ida is and will remain the most serious terrorist threat to the
Homeland, as its central leadership continues to plan high-impact
plots, while pushing others in extremist Sunni communities to mimic
its efforts and to supplement its capabilities. We assess the group has
protected or regenerated key elements of its Homeland attack
capability, including: a safehaven in the Pakistan Federally
Administered Tribal Areas (FATA), operational lieutenants, and its
top leadership. Although we have discovered only a handful of
individuals in the United States with ties to al-Qa’ida senior
leadership since 9/11, we judge that al-Qa’ida will intensify its efforts



22

to put operatives here. As a result, we judge that the United States
currently is in a heightened threat environment.

« We assess that al-Qa’ida will continue to enhance its capabilities to
attack the Homeland through greater cooperation with regional
terrorist groups. Of note, we assess that al-Qa’ida will probably seek
to leverage the contacts and capabilities of al-Qa’ida in Iraq.

s We assess that al-Qa’ida’s Homeland plotting is likely to continue to
focus on prominent political, economic, and infrastructure targets with
the goal of producing mass casualties, visually dramatic destruction,
significant economic aftershocks, and/or fear among the U.S.
population. The group is proficient with conventional small arms and
improvised explosive devices, and is innovative in creating new
capabilities and overcoming security obstacles.

* We assess that al-Qa’ida will continue to try to acquire and employ
chemical, biological, radiological, or nuclear material in attacks and
would not hesitate to use them if it develops what it deems is
sufficient capability.

¢ We assess Lebanese Hizballah, which has conducted anti-U.S. attacks
outside the United States in the past, may be more likely to consider
attacking the Homeland over the next three years if it perceives the
United States as posing a direct threat to the group or Iran.

e We assess that globalization trends and recent technological advances
will continue to enable even small numbers of alienated people to find
and connect with one another, justify and intensify their anger, and
mobilize resources to attack—all without requiring a centralized
terrorist organization, training camp, or leader.

Moreover, the threats we face as a nation are not limited to terrorism,
nor is foreign intelligence information limited to information related to
terrorists and their plans. Instead, foreign intelligence information as
defined in FISA includes information about clandestine intelligence
activities conducted by foreign powers and agents of foreign powers; as well
as information related to our conduct of foreign affairs and national defense.
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In particular, the Intelligence Community is devoting substantial
effort to countering the proliferation of weapons of mass destruction
(WMD). State sponsored WMD programs and the risk of WMD being
obtained by transnational terrorist networks are extremely dangerous threats
we face. China and Russia’s foreign intelligence services are among the
most aggressive in collecting against sensitive and protected U.S. systems,
facilities, and development projects, and their efforts are approaching Cold
War levels. Foreign intelligence information concerning the plans, activities
and intentions of foreign powers and their agents is critical to protect the
nation and preserve our security.

What Does the Protect America Act Do?

The Protect America Act, passed by Congress and signed into law by
the President on August 5, 2007, has already made the nation safer by
allowing the Intelligence Community to close existing gaps in our foreign
intelligence collection. After the Protect America Act was signed we took
immediate action to close critical foreign intelligence gaps related to the
terrorist threat, particularly the pre-eminent threats to our national security.
The Protect America Act enabled us to do this because it contained the
following five pillars:

First, it clarified that the definition of electronic surveillance under
FISA should not be construed to encompass surveillance directed at a person
reasonably believed to be located outside the United States. This provision is
at the heart of this legislation: its effect is that the IC must no longer obtain
court approval when the target of the acquisition is a foreign intelligence
target located outside the United States.

This change was critical, because prior to the Protect America Act, we
were devoting substantial expert resources towards preparing applications
that needed FISA Court approval. This was an intolerable situation, as
substantive experts, particularly IC subject matter and language experts,
were diverted from the job of analyzing collection results and finding new
leads, to writing justifications that would demonstrate their targeting
selections would satisfy the statute. Moreover, adding more resources would
not solve the fundamental problem: this process had little to do with
protecting the privacy and civil liberties of Americans. These were foreign
intelligence targets, located in foreign countries. And so, with the Protect
America Act, we are able to return the balance struck by Congress in 1978.
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Second, the Act provides that the FISA Court has a role in
determining that the procedures used by the IC to dete rmine that the target is
outside the United States are reasonable. Specifically, the Attorney General
must submit to the FISA Court the procedures we use to make that
determination.

Third, the Act provides a mechanism by which communi cations
providers can be compelled to cooperate. The Act allows the Attorney
General and DNI to direct communications providers to provide
information, facilities and assistance necessary to acquire information when
targeting foreign intelligence targets located outside the United States.

Fourth, the Act provides liability protection for private parties who
assist the IC, when complying with a lawful directive issued pursuant to the
Protect America Act.

And fifth, and importantly, FISA, as amended by the Protect America
Act, continues to require that we obtain a court order to conduct electronic
surveillance or physical search when targeting persons located in the United
States.

By passing this law, Congress gave the IC the ability to close critical
intelligence gaps. When I talk about a gap, what I mean is foreign
intelligence information that we should have been collecting, that we were
not collecting. We were not collecting this important foreign intelligence
information because, due solely to changes in technology, FISA would have
required that we obtain court orders to conduct electronic surveillance of
foreign intelligence targets located outside the United States. This is not
what Congress originally intended. These items:

» removing targets located outside the United States from the definition
of electronic surveillance;

» providing for Court review of the procedures by which we dete rmine
that the acquisition concerns persons located outside the United
States;
providing a means to compel the assistance of the private sector;

o liability protection; and
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¢ the continued requirement of a court order to target those within the
United States,

are the pillars of the Protect America Act, and I look forward to working
with Members of both parties to make these provisions permanent.

Common Misperceptions About the Protect America Act

In the public debate over the course of the last month since Congress
passed the Act, [ have heard a number of incorrect interpretations of the
Protect America Act. The Department of Justice has sent a letter to this
Committee explaining these incorrect interpretations.

To clarify, we are not using the Protect America Act to change the
manner in which we conduct electronic surveillance or physical search of
Americans abroad. The IC has operated for nearly 30 years under section 2.5
of Executive Order 12333, which provides that the Attorney General must
make an individualized finding that there is probable cause to believe that an
American abroad is an agent of a foreign power, before the IC may conduct
electronic surveillance or physical search of that person. These
determinations are reviewed for legal sufficiency by the same group of
career attorneys within the Department of Justice who prepare FISA
applications. We have not, nor do we intend to change our practice in that
respect. Executive Order 12333 and this practice has been in place since
1981.

The motivation behind the Protect America Act was to enable the
Intelligence Community to collect foreign intelligence information when
targeting persons reasonably believed to be outside the United States in
order to protect the nation and our citizens from harm. Based on my
discussions with many Members of Congress, I believe that there is
substantial, bipartisan support for this principle. There are, however,
differences of opinion about how best to achieve this goal. Based on the
experience of the Intelligence Community agencies that do this work every
day, I have found that some of the alternative proposals would not be viable.

For example, some have advocated for a proposal that would exclude
only “foreign-to-foreign” communications from FISA’s scope. I have, and
will continue to, oppose any proposal that takes this approach for the
following reason: it will not correct the problem our intelligence operators

11
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have faced. Eliminating from FISA’s scope communications between
foreign persons outside the United States will not meet our needs in two
ways:

First, it would not unburden us from obtaining Court approval for
communications obtained from foreign intelligence targets abroad. This is
because an analyst cannot know, in many cases, prior to requesting legal
authority to target a particular foreign intelligence target abroad, with whom
that person will communicate. This is not a matter of legality, or even solely
of technology, but merely of common sense. If the statute were amended to
carve out communications between foreigners from requiring Court
approval, the IC would still, in many cases and in an abundance of caution,
have to seek a Court order anyway, because an analyst would not be able to
demonstrate, with certainty, that the communications that would be collected
would be exclusively between persons located outside the United States.

Second, one of the most important and useful pieces of intelligence
we could obtain is a communication from a foreign terrorist outside the
United States to a previously unknown “sleeper” or coconspirator inside the
United States. Therefore, we need to have agility, speed and focus in
collecting the communications of foreign intelligence targets outside the
United States who may communicate with a “sleeper” or coconspirator who
is inside the United States.

Moreover, such a limitation is unnecessary to protect the legitimate
privacy rights of persons inside the United States. Under the Protect
America Act, we have well established mechanisms for properly handling
communications of U.S. persons that may be collected incidentally. These -
procedures, referred to as minimization procedures, have been used by the
IC for decades. Our analytic workforce has been extensively trained on
using minimization procedures to adequately protect U.S. person
information from being inappropriately disseminated.

The minimization procedures that Intelligence Community agencies
follow are Attorney General approved guidelines issued pursuant to
Executive Order 12333. These minimization procedures apply to the
acquisition, retention and dissemination of U.S. person information. These
procedures have proven over time to be both a reliable and practical method
of ensuring the constitutional reasonableness of 1C’s collection activities.

12
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In considering our proposal to permanently remove foreign
intelligence targets located outside the United States from FISA’s court
approval requirements, I understand that there is concern that we would use
the authorities granted by the Protect America Act to effectively target a
person in the United States, by simply saying that we are targeting a
foreigner located outside the United States. This is what has been referred to
as “reverse targeting.”

Let me be clear on how I view reverse targeting: it is unlawful. Again,
we believe the appropriate focus for whether court approval should be
required, is who the target is, and where the target is located. If the target of
the surveillance is a person inside the United States, then we seek FISA
Court approval for that collection. Similarly, if the target of the surveillance
is a U.S. person outside the United States, then we obtain Attorney General
approval under Executive Order 12333, as has been our practice for decades.
If the target is a foreign person located overseas, consistent with FISA today,
the IC should not be required to obtain a warrant.

Moreover, for operational reasons, the Intelligence Community has
little incentive to engage in reverse targeting. If a foreign intelligence target
who poses a threat is located within the United States, then we would want
to investigate that person more fully. In this case, reverse targeting would be
an ineffective technique for protecting against the activities of a foreign
intelligence target located inside the United States. In order to conduct
electronic surveillance or physical search operations against a person in the
United States, the FBI, which would conduct the investigation, would seek
FISA Court approval for techniques that, in a law enforcement context,
would require a warrant,

Oversight of the Protect America Act

Executive Branch Oversight

I want to assure the Congress that we are committed to conducting
meaningful oversight of the authorities provided by the Protect America Act.
The first tier of oversight takes place within the agency implementing the
authority. The implementing agency employs a combination of training,
supervisory review, automated controls and audits to monitor its own
compliance with the law. Internal agency reviews will be conducted by
compliance personnel in conjunction with the agency Office of General

13
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Counsel and Office of Inspector General, as appropriate. Intelligence
oversight and the responsibility to minimize U.S. person information is
deeply engrained in our culture.

The second tier of oversight is provided by outside agencies. Within
the Office of the Director of National Intelligence (ODNT1), the Office of
General Counsel and the Civil Liberties Protection Officer are working
closely with the Department of Justice’s National Security Division to
ensure that the Protect America Act is implemented lawfully, and
thoughtfully.

Within fourteen days of the first authorization under the Act, attorneys
from my office and the National Security Division conducted their first
onsite oversight visit to one IC agency. This first oversight visit included an
extensive briefing on how the agency is implementing the procedures used
to determine that the target of the acquisition is a person reasonably believed
to be located outside the United States. Oversight personnel met with the
analysts conducting day-to-day operations, reviewed their decision making
process, and viewed electronic databases used for documentation that
procedures are being followed. Oversight personnel were also briefed on the
additional mandatory training that will support implementation of Protect
America Act authorities. The ODNI and National Security Division
performed a follow-up visit to the agency shortly thereafter, and will
continue periodic oversight reviews.

FISA Court Oversight

The third tier of oversight is the FISA Court. Section 3 of the Protect
America Act requires that:

(a) No later than 120 days after the effective date of this Act, the
Attorney General shall submit to the Court established under section
103(a), the procedures by which the Government determines that
acquisitions conducted pursuant to section 105B do not constitute
electronic surveillance. The procedures submitted pursuant to this

" section shall be updated and submitted to the Court on an annual
basis.
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The Department of Justice has already submitted procedures to the FISA
Court pursuant to this section. We intend to file the procedures used in each

authorization promptly after each authorization.

Congressional Oversight

The fourth tier of oversight is the Congress. The Intelligence
Community is committed to providing Congress with the information it
needs to conduct timely and meaningful oversight of our implementation of
the Protect America Act. To that end, the Intelligence Community has
provided Congressional Notifications to this Committee and the Senate
Intelligence Committee regarding authorizations that have been made to
date. We will continue that practice. In addition, the Intelligence Committees
have been provided with copies of certifications the Attorney General and I
executed pursuant to section 105B of FISA, the Protect America Act, along
with additional supporting documentation. We also intend to provide
appropriately redacted documentation, consistent with the protection of
sources and methods, to Members of the Senate and House Judiciary
Committees, along with appropriately cleared professional staff.

Since enactment, the Congressional Intelligence Committees have
taken an active role in conducting oversight, and the agencies have done our
best to accommodate the requests of staff by making our operational and
oversight personnel available to brief staff as often as requested.

Within 72 hours of enactment of the Protect America Act, Majority
and Minority professional staft of this Committee requested a briefing on
implementation. We made a multi-agency implementation team comprised
of eight analysts, oversight personnel and attorneys available to eight
Congressional staff members for a site visit on August 9, 2007, less than five
days after enactment. In addition, representatives from the ODNI Office of
General Counsel and the ODNI Civil Liberties Protection Officer
participated in this briefing.

On August 14, 2007, the General Counsel of the FBI briefed staff
members of this Committee regarding the FBI’s role in Protect America Act
implementation. Representatives from DOJ’s National Security Division
and ODNI Office of General Counsel supported this briefing.

15
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On August 23, 2007, an IC agency hosted four staff members of this
Committee for a Protect America Act implementation update. An
implementation team comprised of thirteen analysts and attorneys were
dedicated to providing that brief.

On August 28, 2007, Majority and Minority professional staff from
this Committee conducted a second onsite visit at an IC agency. The agency
made available an implementation team of over twenty-four analysts,
oversight personnel and attorneys. In addition, representatives from ODNI
Office of General Counsel, ODNI Civil Liberties and Privacy Office and the
National Security Division participated in this briefing.

On September 7, 2007, nineteen professional staff members from the
Senate Intelligence Committee and two staff members from the Senate
Judiciary Committee conducted an onsite oversight visit to an IC agency.
The agency assembled a team of fi fieen analysts, oversight personnel and
attorneys. In addition, representatives from ODNI Office of General
Counsel, ODNI Civil Liberties and Privacy Office and DOJ’s National
Security Division participated in this briefing.

On September 12, 2007, at the request of the professional staff of the
Senate Intelligence Committee, the Assistant Attorney General of the
National Security Division, and the General Counsels of the ODNI, NSA,
and FBI brie fed staff members from this Committee, and the Senate
Intelligence, Judiciary and Armed Services Committees regarding the
implementation of the Protect America Act. In all, over twenty Executive
Branch officials involved in Protect America Act implementation supported
this briefing.

Also on September 12, 2007, an IC agency provided an
implementation briefing to two Members of Congress who serve on this
Committee and four of that Committee’s staff members. Sixteen agency
analysts and attorneys participated in this briefing.

On September 13, 2007, four staff members of this Committee and
this Committee’s Counsel observed day-to-day operations alongside agency
analysts.

On September 14, 2007, an IC agency implementation team of ten
analysts briefed three Senate Intelligence Committee and one House
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Judiciary Committee staff member. The ODNI Civil Liberties Protection
Officer and representatives from the Department of Justice supported this
visit.

Additional Member and staff briefings are scheduled to take place this
week. ‘

Lasting FISA Modernization

I ask your partnership in working for a meaningful update to this
important law that assists us in protecting the nation while protecting our
values. There are three key areas that I look forward to working with
Members of this Committee to update FISA.

Making the Changes Made by the Protect America Act Permanent

For the reasons I have outlined today, it is critical that FISA’s
definition of electronic surveillance be amended permanently so that it does
not cover foreign intelligence targets reasonably believed to be located
outside of the United States. The Protect America Act achieved this goal by
making clear that FISA’s definition of electronic surveillance should not be
construed to encompass surveillance directed at a person reasonably
believed to be located outside the United States. This change enabled the
Intelligence Community to quickly close growing gaps in our collection
related to terrorist threats. Over time, this provision will also enable us to do
a better job of collecting foreign intelligence on a wide range of issues that
relate to our national defense and conduct of foreign affairs.

Liability Protection

I call on Congress to act swiftly to provide liability protection to the
private sector. Those who assist the government keep the country safe
should be protected from liability. This includes those who are alleged to
have assisted the government after September 11, 2001. It is important to
keep in mind that, in certain situations, the Intelligence Community needs
the assistance of the private sector to protect the nation. We cannot “go it
alone.” It is critical that we provide protection to the private sector so that
they can assist the Intelligence Community protect our national security,
while adhering to their own corporate fiduciary duties.
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I appreciate that Congress was not able to address this issue
comprehensively at the time that the Protect America Act was passed,
however, providing this protection is critical to our ability to protect the
nation and I ask for your assistance in acting on this issue promptly.

Streamlining the FISA Process

In the April 2007 bill that we submitted to Congress, we asked for a
number of streamlining provisions to that would make processing FISA
applications more effective and efficient. For example, eliminating the
inclusion of information that'is unnecessary to the Court’s determinations
should no longer be required to be included in FISA applications. In
addition, we propose that Congress increase the number of senior Executive
Branch national security officials who can sign FISA certifications; and
increase the period of time for which the FISA Court could authorized
surveillance concerning non-U.S. person agents of a foreign power, and
renewals of surveillance it had already approved.

We also ask Congress to consider extending FISA’s emergency
authorization time period, during which the government may initiate
surveillance or search before obtaining Court approval. We propose that the
emergency provision of FISA be extended from 72 hours to one week. This
change will ensure that the Executive Branch has sufficient time in an
emergency situation to prepare an application, obtain the required approvals
of senior officials, apply for a Court order, and satisfy the court that the
application should be granted. I note that this extension, if granted, would
not change the substantive findings required before emergency authorization
may be obtained. In all circumstances, prior to the Attorney General
authorizing emergency electronic surveillance or physical search pursuant to
FISA, the Attorney General must make a finding that there is probable cause
to believe that the target is a foreign power or an agent of a foreign power.
Extending the time periods to prepare applications after this authorization
would not affect the findings the Attorney General is currently required to
make.

These changes would subs tantially improve the bureaucratic processes
involved in preparing FISA applications, without affecting the important

substantive requirements of the law.

Mr. Chairman, this concludes my remarks.
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The CHAIRMAN. With that, we recognize Mr. Wainstein for his
opening statement.

STATEMENT OF KENNETH WAINSTEIN, ASSISTANT ATTORNEY
GENERAL FOR NATIONAL SECURITY

Mr. WAINSTEIN. Chairman Reyes, Ranking Member Hoekstra
and members of the committee, good morning and thank you very
much for this opportunity to testify before you again concerning
FISA modernization. I am proud to be here to represent the De-
partment of Justice, and I am happy to discuss this important
issue with you.

The Protect America Act is an important law that has allowed
the Intelligence Community to close intelligence gaps caused by
FISA’s outdated provisions, and it has already made a difference.
It has already made the Nation safer.

In my statement, I will briefly explain why I think Congress
should make the Protect America Act permanent and also enact
other important reforms to the FISA statute.

Before I do that, I would like to thank this committee for having
me in closed session last week; and in particular I would like to
thank you, Chairman Reyes, for proposing that we send you a let-
ter laying out our position on some of the concerns that you and
other members of the committee had with certain parts of the Pro-
tect America Act, concerns that certain language might permit the
government to conduct intelligence activities well beyond those
Congress contemplated before they passed the statute.

As the committee is aware, we sent that letter to you last Friday
and we laid out why it is we don’t think those concerns were going
to become a reality in practice. I appreciated the opportunity to en-
gage in that dialogue with you and your colleagues, and I look for-
ward to continuing it here today.

I believe that this process will help to reassure Congress and the
American people that the Act you passed in August is a measured
and sound approach to a critically important issue facing our Na-
tion.

Let me turn briefly now to why I believe that Act should be made
permanent.

As I explained in my prior testimony, in 1978, Congress designed
a judicial review process that applied primarily to surveillance ac-
tivities within the United States, where privacy to interests are the
most pronounced, and not overseas surveillance against foreign tar-
gets, where privacy to interests are minimal or nonexistent. They
did this very much intentionally as they were working against a
constitutional background articulated in case law and legislation
that did not extend fourth amendment protections to foreigners
overseas and that left the conduct of foreign intelligence surveil-
lance against foreigners overseas within the ambit and authority of
the executive branch.

With this historical background in mind, Congress created a di-
chotomy in the statute, a dichotomy between domestic surveillance
that is governed by FISA and that is therefore subject to FISA
Court review and approval and overseas surveillance against for-
eign targets that is not.
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Congress established this dichotomy by distinguishing between
wire communications, which included most of the local and domes-
tic traffic in 1978 and which were largely brought within the scope
of the statute and radio communications which included most of
the transoceanic traffic at the time and were largely left outside
the scope of the statute.

As a result of the revolution in telecommunications technology
over the last 29 years, much of the international communications
traffic is now conducted over fiber optic cables which qualify as
wire communications under the statute. As a result, many of the
surveillances directed at persons overseas which were not intended
to fall within FISA became subject to FISA, requiring us to seek
court authorization before initiating surveillance and effectively
conferring quasi-constitutional protections on terrorist suspects
overseas. This process impaired our surveillance efforts and di-
verted resources that were better spent protecting the privacy in-
terests of Americans here in America.

As the committee is aware, the administration submitted to Con-
gress a comprehensive proposal in April that would remedy this
problem and provide a number of other changes to the FISA stat-
ute. While Congress has yet to act on that complete package, your
passage of the Protect America Act was a very important step in
the right direction. It amended FISA to exclude from its scope
those surveillances directed at persons outside the U.S., and this
has allowed the Intelligence Community to close critical intel-
ligence gaps that were caused by the outdated provisions of FISA,
and it has already made our Nation safer.

But the legislation is expected to expire in just a little over 4
months, and we urge Congress to make the Act permanent and to
enact the other important reforms contained in our comprehensive
proposal. It is especially imperative that Congress provide liability
protection to companies that allegedly assisted the Nation with
surveillance activities in the wake of the September 11th attacks.

I also wanted to assure the committee that we recognize that we
must use the authority provided by Congress not only effectively
but also responsibly, and I think our actions since Congress passed
the Protect America Act demonstrate our full commitment to doing
just that.

As we explained in the letter we sent to the committee on Sep-
tember 5th, we have already established a strong regime of over-
sight for this authority, which includes regular internal agency au-
dits as well as on-site reviews by a team of folks from the ODNI
as well as the Department of Justice. This team has already com-
pleted its first two compliance reviews, and it will complete further
audits at least once every 30 days during the renewal period of the
statute to ensure complete and full compliance with the implemen-
tation procedures.

In that same letter we sent to you, we also committed to pro-
viding Congress with comprehensive reports about our implementa-
tion of this authority, reporting that goes well beyond that that is
required in the statute. We have offered to brief you and your
staffs fully on the results of our compliance reviews. We will pro-
vide you copies of the written reports of those reviews, and we will



35

give you updated briefings every month on compliance matters and
on implementation of this statute in general.

We are confident that this regime of oversight and congressional
reporting will establish a solid track record for our use of this au-
thority, and it will demonstrate to you that you made absolutely
the r}ilght decision when you passed the Protect America Act last
month.

The committee is wise to hold this hearing and to explore the
various legislative options and their implications for American se-
curity and civil liberties. I am confident that when those options
and implications are subject to objective scrutiny and honest de-
bate, Congress and the American people will see both the wisdom
and critical importance of modernizing the FISA statute on a per-
manent basis.

Thank you again for allowing me to appear before you today, and
I look forward to answering your questions.

The CHAIRMAN. Thank you for your testimony, Mr. Wainstein.

[The statement of Mr. Wainstein follows:]
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Chairman Reyes, Ranking Member Hoekstra, and Members of the Committee, thank you
for this opportunity to testify concerning the modernization of the Foreign Intelligence
Surveillance Act of 1978 (more commonly referred to as “FISA™).

As you are aware, Administration officials have testified repeatedly over the last year
regarding the need to modemize FISA. In April of this year, the Director of National
Intelligence (DNI) submitted to Congress a comprehensive proposal to modernize the statute.
The DNI, the Director of the National Security Agency (NSA), the general counsels of ODNI
and NSA, and | testified before the Senate Select Committee on Intelligence regarding that
proposal in May. The Department of Justice continues to support permanently and
comprehensively modernizing FISA in accordance with the Administration’s proposal. While
commend Congress for passing the Protect America Act of 2007 (the “Protect America Act™) in
August, the Act is a partial solution that will expire in less than six months. We urge the
Congress to make the Protect America Act permanent, and also to enact the other important

reforms to FISA contained in the Administration’s proposal. It is especially imperative that
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Congress provide liability protection to companies that are alleged to have assisted the nation in
the conduct of intelligence activities in the wake of the September 11 attacks. By permanently
modernizing and streamlining FISA, we can improve our efforts to gather intelligence on those
who seek to harm us, and do so in a manner that protects the civil liberties of Americans.

In my testimony today, [ will briefly summarize the primary reasons that FISA needs to
be updated. I will then discuss the implementation of the Protect America Act and address
several concerns and misunderstandings that have arisen regarding the Act. Finally, to ensure
the Commiittee has a detailed explanation of the Administration’s proposal, [ have included a
section by section analysis of the legislation.

The Need for Permanent FISA Modernization

To understand why FISA needs to be modernized, it is important to understand some of
the historical background regarding the statute. Congress enacted FISA in 1978 for the purpose
of establishing a “statutory procedure authorizing the use of electronic surveillance in the United
States for foreign intelligence purposes.”’ The law authorized the Attorney General to make an
application to a newly established court—the Foreign Intelligence Surveillance Court (or “FISA
Court”)—seeking a court order approving the use of “electronic surveillance” against foreign
powers or their agents.

The law applied the process of judicial approval to certain surveillance activities (almost
all of which occur within the United States), while excluding from FISA’s regime of court
supervision the vast majority of overseas foreign intelligence surveillance activities, including
most surveillance focused on foreign targets. The intent of Congress generally to exclude these
intelligence activities from FISA’s reach is expressed clearly in the House Permanent Select

Committee on Intelligence’s report, which explained: “[tJhe committee has explored the

UHLR. Rep. No. 95-1283, pt. 1, at 22 (1978).
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feasibility of broadening this legislation to apply overseas, but has concluded that certain
problems and unique characteristics involved in overseas surveillance preclude the simple
extension of this bill to overseas surveillances.™

The mechanism by which Congress gave effect to this intent was its careful definition of
“electronic surveillance,” the term that identifies which Government activities fall within FISA’s
scope. This statutory definition is complicated and difficult to parse, in part because it defines
“electronic surveillance” by reference to particular communications technologies that were in
place in 1978. (Indeed, as will be explained shortly, it is precisely FISA’s use of technology-
dependent provisions that has caused FISA to apply to activities today that its drafters never
intended.)

The original definition of electronic surveillance is the following:

(f) "Electronic surveillance” means-

(1) the acquisition by an electronic, mechanical, or other surveillance device of

the contents of any wire or radio communication sent by or intended to be

received by a particular, known United States person who is in the United States,

if the contents are acquired by intentionally targeting that United States person,

under circumstances in which a person has a reasonable expectation of privacy

and a warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of

the contents of any wire communication to or from a person in the United States,

without the consent of any party thereto, if such acquisition occurs in the United

States, but does not include the acquisition of those communications of computer

trespassers that would be permissible under section 2511(2)(i) of Title 18;

(3) the intentional acquisition by an electronic, mechanical, or other surveillance

device of the contents of any radio communication, under circumstances in which

a person has a reasonable expectation of privacy and a warrant would be required

for law enforcement purposes, and if both the sender and all intended recipients

are located within the United States; or

(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than from

2id. at27.
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a wire or radio communication, under circumstances in which a person has a

reasonable expectation of privacy and a warrant would be required for law

enforcement purposes.”

This definitional language is fairly opaque at first glance, and it takes some analysis to
understand its scope. Consider at the outset the first part of the definition of electronic
surveillance, which encompasses the acquisition of “the contents of any wire or radio
communication sent by or intended to be received by a particular, known United States person
who is in the United States, if the contents are acquired by intentionally targeting that United
States person, under circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes.” The point of this language is
fairly clear: if the Government intentionally targets a particular, known U.S. person in the United
States for foreign intelligence surveillance purposes, it is within FISA’s scope, period.

Further analysis of that definitional language also demonstrates the opposite—that
surveillance targeting someone overseas was generally not intended to be within the scope of the
statute. This conclusion is evidenced by reference to the telecommunications technologies that
existed at the time FISA was enacted. In 1978, almost all transoceanic communications into and
out of the United States were carried by satellite, which qualified as “radio” (vs. “wire™)
communications. Under the statutory definition, surveillance of thése international/‘radio”
communications would become “electronic surveillance” only if either (i) the acquisition
intentionally targeted a U.S. person in the United States (in which case the acquisition would
have fallen within the scope of the first definition of “electronic surveillance”);* or (ii) afl of the
participants to the communication were located in the United States (which would satisfy the

third definition of clectronic surveillance, i.e. that “both the sender and all intended recipients are

150 U.S.C. 1801 (D).
#50 U.S.C. 1801 {H(1).
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in the United States”).5 Therefore, if the Government in 1978 acquired communications by
targeting a foreign person overseas, it usually was not engaged in “electronic surveillance” and
the Government did not have to go to the FISA Court for an order authorizing that surveillance.
This was true even if one of the communicants was in the United States.

As satellite (“radio™) gave way to transoceanic fiber optic cables (“wire™) for the
transmission of most international communications and other technological advances changed
the manner of international communications, the scope of activities covered by FISA expanded --
without any conscious choice by Congress -- to cover a wide range of intelligence activities that
Congress intended to exclude from FISA in 1978. This unintended expansion of FISA’s scope
hampered our intelligence capabilities and caused us to expend resources on obtaining court
approval to conduct intelligence activities directed at foreign persons overseas. Prior to the
passage of the Protect America Act of 2007, the Government often needed to obtain a court order
before intelligence collection could begin against a target located overseas. Thus, considerable
resources of the Executive Branch and the FISA Court were being expended on obtaining court
orders to monitor the communications of terrorist suspects and other national security threats
abroad. This effectively was granting quasi-constitutional protections to these foreign terrorist
suspects, who frequently are communicating with other persons outside the United States.

In certain cases, this process of obtaining a court order slowed, and in some cases may
have prevented, the Government’s efforts to conduct surveillance of communications that were

potentially vital to the national security. This expansion of FISA’s reach also necessarify

* At the time of FISA's enactment, the remaining two definitions of “electronic surveillance™ did not
implicate most transoceanic communications. The first of these definitions, in section 180 {f}2), applied only to
“wire communications,” which in 1978 carried a comparatively small number of transoceanic communications. The
second definition, in section 1801{£)(4), was a residual definition that FISA’s drafters explained was “not meant to
include . . . the acquisition of those international radio transmissions which are not acquired by targeting a particular
U.S. person in the United States.” H.R. Rep. No. 95-1283 at 52.

5
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diverted resources that would have been better spent on protecting the privacy interests of United
States persons here in the United States.

The legislative package we submitted in April proposed to fix this problem by amending
the definition of “electronic surveillance” to focus on whose communications are being
monitored, rather than on how the communications travels or where they are being intercepted.
No matter the mode of communication (radio, wire or otherwise) or the location of interception
(inside or outside the United States), if a surveillance is directed at a person in the United States,
FISA generally should apply; if a surveillance is directed at persons overseas, it should not. This
fix was intended to provide the Intelligence Community with much needed speed and agility
while, at the same time, refocusing FISA’s privacy protections on persons located in the United
States.

The Protect America Act of 2007

Although Congress has yet to conclude its consideration of the Administration’s
proposal, you took a significant step in the right direction by passing the Protect America Act
last month. We urge Congress to make the Act permanent and to enact other important reforms
to FISA contained in the Administration’s proposal. It is particularly critical that Congress
provide liability protection to companies that are alleged to have assisted the nation in the
conduct of intelligence activities in the wake of the September 11 attacks.

By updating the definition of “electronic surveillance” to exclude surveillance directed at
persons reasonably believed to be outside the United States, the Protect America Act clarified
that FISA does not require a court order authorizing surveillance directed at foreign intelligence
targets located in foreign countries. This law has temporarily restored FISA to its original, core

purpose of protecting the rights and liberties of people in the United States, and the Act allows
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the Government to collect the foreign intelligence information necessary to protect our nation.

Under section 105B of the Act, if targets are reasonably believed to be located outside
the United States, the Attorney General and the DNI jointly may authorize the acquisition of
foreign intelligence information without a court order if several statutory requirements are met.
For acquisitions pursuant to section 105B, among other requirements, the Attorney General and
the DNI must certify that reasonable procedures are in place for determining that the acquisition
concerns persons reasonably believed to be outside the United States, that the acquisition does
not constitute “electronic surveillance,” and that the acquisition involves obtaining the
information from or with the assistance of a communications service provider, custodian, or
other person.

The Act permits the Attorney General and the DNI to direct persons to provide the
information, facilities, and assistance necessary to conduct the acquisition, and the Attorney
General may invoke the aid of the FISA Court to compel compliance with the directive. A
person who receives such a directive also may seek review of the directive from the FISA Court,
The Act also provides that no cause of action may be brought in any court against any person for
complying with a directive.

While a court order is not required for the acquisition of foreign intelligence information
regarding overseas targets under section 105B to begin, the FISA Court still is involved in
reviewing the procedures utilized in acquisitions under that section. Under the Act, the Attorney
General is required to submit to the FISA Court the procedures by which the Government
determines that the authorized acquisitions of foreign intelligence information under section
105B concern persons reasonably believed to be outside the United States and therefore do not

constitute electronic surveillance. The FISA Court then must review the Government’s
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determination that the procedures are reasonable and decide whether or not that determination is
clearly erroncous.
The following is an overview of the implementation of this authority to date.

) Our Use of this New Authority

The authority provided by the Act is an essential one and allowed us to close existing
gaps in our foreign intelligence collection that were caused by FISA’s outdated provisions.

) Oversight of this New Authority

As we explained in a letter we sent the leadership of this Committee on September 53,
2007, we have already established a strong regime of oversight for this authority and already
have begun our oversight activities. This oversight includes:

s regular reviews by the internal compliance office of any agency that exercises
authority given it under new section 1058 of FISA;

» areview by the Department of Justice and ODNI, within fourteen days of the
initiation of collection under this new authority, of an agency’s use of the
authority to assess compliance with the Act, including with the procedures by
which the agency determines that the acquisition of foreign intelligence
information concerns persons reasonably believed to be located outside the
United States and with the applicable minimization procedures; and,

» subsequent reviews by the Department and ODNI at least once every 30 days.

The Department’s compliance reviews will be conducted by attorneys of the National
Security Division with experience in undertaking reviews of the use of FISA and other national
security authorities, in consultation with the Department’s Privacy and Civil Liberties Office, as
appropriate, and ODNI’s Civil Liberties Protection Office. Moreover, an agency using this

authority will be under an ongoing obligation to report promptly to the Department and to ODNI

incidents of noncompliance by its personnel.
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3) Congressional Reporting About Qur Use of this New Authority

We intend to provide reporting to Congress about our implementation and use of this new
authority that goes well beyond the reporting required by the Act. The Act provides that the
Attorney General shall report on acquisitions under section 105B on a semiannual basis to the
Select Committee on Intelligence of the Senate, the Permanent Select Committee on Intelligence
of the House of Representatives, and the Committee on the Judiciary of the Senate and of the
House of Representatives. This report must include incidents of non-compliance with the
procedures used to determine whether a person is reasonably believed to be located outside the
United States, non-compliance by a recipient of a directive, and the number of certifications
issued during the reporting period.

Because we appreciate the need for regular and comprehensive reporting during the
debate of renewal of this authority, we are committing to substantial reporting beyond that
required by the statute. As we explained in our September 5, 2007, letter, we will provide the
following reports and briefings to Congress over the course of the six-month renewal period:

» we will make ourselves available to brief you and your staffs on the results of our
first compliance review and after each subsequent review;

* we will make available to you copies of the written reports of those reviews, with
redactions as necessary to protect critical intelligence sources and methods;

s we will give you update briefings every month on the results of further
compliance reviews and generally on our use of the authority under section 105B;
and,

* because of the exceptional importance of making the new authority permanent
and of enacting the remainder of the Administration’s proposal to modernize
FISA, the Department will make appropriately redacted documents
(accomimodating the Intelligence Community’s need to protect critical
intelligence sources and methods) concerning implementation of this new
authority available, not only to the Intelligence committees, but also to members
of the Judiciary committees and to their staff with the necessary clearances.
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We already have completed two compliance reviews and are prepared to brief you on
those reviews whenever it is convenient for you.

I am confident that this regime of oversight and congressional reporting will demonstrate
that we are effectively using this new authority to defend our country while assiduously
protecting the civil liberties and privacy interests of Americans.

) Concerns and Misunderstandings about the New Authority

I also want briefly to address some of the concerns and misunderstandings that have
arisen regarding the Protect America Act. In response to a request from the Chairman and other
members of this Committee during the September 6, 2007, hearing, we sent a letter to the
Committee that clearly outlines the position of the Executive Branch on several such issues. We
hope that the letter dispels any concerns or misunderstandings about the new law. In an effort to
ensure the position of the Executive Branch is clear, 1 will reiterate our position on those issues
in this statement.

First, some have questioned the Protect America Act’s application to domestic
communications and whether this authority could be used to circumvent the requirement for a
FISA Court order to intercept communications within the United States, As noted above, the Act
clarifies that FISA’s definition of electronic surveillance does not “encompass surveillance
directed at a person reasonably believed to be located outside of the United States,” Protect
America Act § 2, Pub. L. No. 110-55, 121 Stat. 52, 50 U.S.C. § 1805A (emphasis added), but
this change does not affect the application of FISA to persons inside the United States. As|
explained at a hearing of the House Judiciary Committee on September 18, 2007, the Act leaves
undisturbed FISA’s definition of electronic surveillance as it applies to domestic-to-domestic

communications and surveillance targeting persons located in the United States. In other words,



47

the Protect America Act leaves in place FISA's requirements for court orders to conduct
electronic surveillance directed at persons in the United States.

Some have, nonetheless, suggested that language in the Protect America Act’s
certification provision in section 105B, which allows the Attorney General and the Director of
National Intelligence to authorize the acquisition of certain information “concerning” persons
outside the United States, gives us new latitude to conduct domestic surveillance. Specifically,
they ask whether we can collect domestic-to-domestic communications or target a person inside
the United States for surveillance on the theory that we are seeking information “concerning”
persons outside the United States.

This concern about section 105B is misplaced because this provision must be read in
conjunction with the pre-existing provisions of FISA. That section provides that it can be used
only to authorize activities that are not “electronic surveillance” under FISA, id at §
1805B(a)(2)—a definition that, as noted above, continues to apply as it did before to acquisition
of domestic-to-domestic communications and to the targeting of persons within the United
States. To put it plainly: The Protect America Act does not authorize so-called “domestic
wiretapping” without a court order, and the Executive Branch will not use it for that purpose.

Second, some have questioned whether the Protect America Act authorizes the Executive
Branch to conduct physical searches of the homes or effects of Americans without a court order.
Several specific variations of this question were asked: Does the Act authorize physical searches
of domestic mail without court order? Of the homes or businesses of foreign intelligence targets
located in the United States? Of the personal computers or hard drives of individuals in the
United States? The answer to each of these questions is “no.” I reiterated this conclusion at the

House Judiciary Committee hearing on September 18, 2007-—the statute simply does not

i1
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authorize these activities.

Section 105B was intended to provide a mechanism for the government to obtain third-
party assistance, specifically in the acquisition of communications of persons located outside the
United States, and not in the physical search of homes, personal effects, computers or mail of
individuals within the United States. That section only allows the Attorney General and the
Director of National Intelligence to authorize activities that, among other limitations, involve
obtaining foreign intelfligence information “from or with the assistance of a communications
service provider, custodian, or other person (including any officer, employee, agent, or other
specified person of such service provider, custodian, or other person) who has access to
communications, either as they are transmitted or while they are stored, or equipment that is
being or may be used to transmit or store such communications.” Protect America Act § 2, 50
U.S.C. § 1805B(a)(3).

Traditional canons of statutory construction dictate that “where general words follow
specific words in a statutory enumeration, the general words are construed to embrace only
objects similar in nature to those objects enumerated by the preceding specific words.” 2A
Sutherland, Statutes and Statutory Construction, § 47.17, at 188. The language of section
105B(a)(3) therefore is best read to authorize acquisitions only from or with the assistance of
private entities that provide communications. That reading of the statute is reinforced by the
requirement in section 105B(a)(3) that such entities have access to communications, either as
they are transmitted or while they are stored, or equipment that is used or may be used to
transmit or store such communications—further demonstrating that this section is limited to
acquisitions from or with the assistance of entities that provide communications. It is therefore

clear that the Act does not authorize physical searches of the homes, mail, computers and

12
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personal effects of individuals in the United States, and the Executive Branch will not use it for
such purposes.

Third, some have asked whether the Government will use section 105B to obtain the
business records of individuals located in the United States. It should be noted that many of the
limitations already referenced above would sharply curtail even the hypothetical application of
section 105B to acquisitions of business records. For instance, the records would have to
concern persons outside the United States; the records would have to be obtainable from or with
the assistance of a communications service provider; and the acquisition could not constitute
“electronic surveillance” under FISA. Protect America Act § 2, 50 U.S.C. § 1805B(a)(2)-(4).
Therefore, this provision does not authorize the collection of (to cite just two examples) medical
or library records for foreign intelligence purposes. And to the extent that this provision could
be read to authorize the collection of business records of individuals in the United States on the
theory that they “concern” persons outside the United States, we wish to make very clear that we
will not use this provision to do so.

Fourth, some have expressed concerns that the Protect America Act authorizes so-called
“reverse targeting” without a court order. It would be “reverse targeting” if the Government were
to surveil a person overseas where the Government’s actual purpose was to target a person inside
the United States with whom the overseas person was communicating. The position of the
Executive Branch has consistently been that such conduct would constitute “electronic
surveillance” under FISA—because it would involve the acquisition of communications to or
from a U.S. person in the United States “by intentionally targeting that [jnited States person,” 50
U.S.C. § 1801(f)(1)—and could not be conducted without a court order except under the

specified circumstances set forth in FISA. This position remains unchanged after the Protect
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America Act, which excludes from the definition of electronic surveillance only surveillance
directed at targets overseas. | reiterated this position at the House Judiciary Committee hearing
on September 18, 2007. Because it would remain a violation of FISA, the Government cannot—
and will not—use this authority to engage in “reverse targeting.”

It is also worth noting that, as a matter of intelligence tradecraft, there would be little
reason to engage in “reverse targeting.” If the Government believes a person in the United States
is a terrorist or other agent of a foreign power, it makes little sense to conduct surveillance of that
person by listening only to that subset of the target’s calls that are to an overseas communicant
whom we have under surveillance. Instead, under such circumstances the Government will want
to obtain a court order under FISA to collect all of that target’s communications.

Additionally, some critics of the new law have suggested that the problems the
Intelligence Community has faced with FISA can be solved by carving out of FISA’s scope only
foreign to foreign communications. These critics argue that the Protect America Act fails
adequately to protect the interests of people who communicate with foreign intelligence targets
outside the United States, because there may be circumstances in which a foreign target may
communicate with someone in the United States and that conversation may be intercepted.

These critics would require the Intelligence Community to seek FISA Court approval any time a
foreign target overseas happens to communicate with a person inside the United States. This is
an unworkable approach, and [ can explain the specific reasons why this approach is unworkable
in a classified setting.

Requiring court approval when a foreign target happens to communicate with a person in
the United States also would be inconsistent with the Intelligence Community’s long-standing

authority to conduct warrantless surveillance on suspects overseas pursuant to Executive Order

14
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12333. There is no principled rationale for requiring a court order to surveil these suspects’
communications when we intercept them in the United States when no court order is required for
surveilling those very same communications (including communications between those suspects
and persons within the United States) when we happen to conduct the interception outside the
United States. Moreover, it is not in the interest of either the national secur'ity or the civil
liberties of Americans to require court orders for surveillance of persons overseas.

T also note that such an approach would be at odds with the law and practice governing
the analogous situation in the criminal context. In the case of a routine court-ordered criminal
investigation wiretap, the Government obtains a court order to conduct surveillance of a criminal
suspect. During that surveillance, the suspect routinely communicates with other individuals for
whom the Government has not obtained wiretap warrants and who are often completely innocent
of any complicity in the suspected criminal conduct. Nonetheless, the Government may still
monitor those conversations that are relevant, and it need not seek court authorization as to those
other individuals. Instead, the Government addresses these communications through
minimization procedures.

Similarly, Intelligence Community personnel should not be required to obtain a court
order if they are lawtully surveilling an overseas target and that target happens to communicate
with someone in the United States. Rather, like their law enforcement counterparts, they should
simply be required to employ the minimization procedures they have employed for decades in
relation to the communications they intercept pursuant to their Executive Order 12333 authority.
As this Committee is aware, the Intelligence Community employs careful and thorough
minimization procedures to handle the acquisition, dissemination, and retention of incidentally

collected U.S. person information in the foreign intelligence arena. As Congress recognized in

15
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1978, these rigorous procedures are a far more workable approach to protecting the privacy
interests of Americans communicating with a foreign target than a sweeping new regime of
judicial supervision for foreign intelligence surveillance activities targeting foreign persons
overseas.

Finally, some have asked why we cannot simply maintain the pre-Protect America Act
status quo and simply commit more resources to handle the workload. Committing more
resources and manpower to the production of FISA applications for overseas targets is not the
silver bullet. The Department of Justice, the NSA and the other affected agencies will always
have finite resources, and resources committed to tasks that have little bearing on cognizable
privacy interests are resources that cannot be committed to tasks that do. And additional
resources will not change the fact that it makes little sense to require a showing of probable
cause to surveil a terrorist overseas—a showing that will always require time and resources to
make. The answer is not to throw money and personnel at the problem; the answer is to fix the
problem in the first place.

In sum, the Protect America Act was a good decision for America, and one that is greatly
appreciated by those of us who are entrusted with protecting the security of the nation and the
liberties of our people.

The FISA Modernization Proposal

While the Protect America Act temporarily fixed one troubling aspect of FISA, the
statute needs to be permanently and comprehensively modernized. First, the Protect America
Act should be made permanent. Second, Congress should provide liability protection to
companies that are alleged to have assisted the nation in the conduct of intelligence activities in

the wake of the September 11 attacks. Third, it is important that Congress consider and
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ultimately pass other provisions in our proposal. These provisions—which draw from a number
of thoughtful bills introduced in Congress during its last session—would make a number of
salutary improvements to the FISA statute. Among the most significant are the following:

e The proposal would amend the statutory definition of “agent of a foreign
power”—a category of individuals the Government may target with a FISA court
order—to include groups and individuals involved in the international
proliferation of weapons of mass destruction. There is no greater threat to our
nation than that posed by those who traffic in weapons of mass destruction, and
this amendment would enhance our ability to identify, investigate and incapacitate
such people before they cause us harm.

¢ The bill would provide a mechanism by which third parties—primarily
telecommunications providers—could challenge a surveillance directive in the
FISA Court.

» The bill would also streamline the FISA application process in a manner that will
make FISA more efficient, while at the same time ensuring that the FISA Court
has the essential information it needs to evatuate a FISA application.

These and other sections of the proposal are detailed in the following section-by-section

analysis.

Section by Section Analysis

The Protect America Act temporarily restored FISA to its original and core purpose of
protecting the rights of liberties of people in the United States. The Act achieved some of the
goals the Administration sought in the proposal it submitted to Congress in April and we believe
the Act should be made permanent. Additionally, it is critical that Congress provide liability
protection to companies that are alleged to have assisted the nation in the conduct of intelligence
activities in the wake of the September 11 attacks. This important provision is contained in
sectiont 408 of our proposal. For purposes of providing a complete review of the legislation

proposed by the Administration in April, the following is a short summary of each proposed
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change in the bill—both major and minor. This summary includes certain provisions that would
not be necessary if the Protect America Act is made permanent.
Section 401

Section 401 would amend several of FISA’s definitions to address the consequences of
the changes in technology that | have discussed. Most importantly, subsection 401(b) would
redefine the term “electronic surveillance™ in a technology-neutral manner that would refocus
FISA on the communications of individuals in the United States As detailed above, when FISA
was enacted in 1978, Congress used language that was technology-dependent and related
specifically to the telecommunications systems that existed at that time. As a result of
revolutions in communications technology since 1978, and not any considered judgment of
Congress, the current definition of “electronic surveillance™ sweeps in surveillance activities that
Congress actually intended to exclude from FISA’s scope. In this manner, FISA now imposes an
unintended burden on intelligence agencies to seek court approval for surveillance in
circumstances outside the scope of Congress’ original intent.

Legislators in 1978 should not have been expected to predict the future of global
telecommunications, and neither should this Congress. A technology-neutral statute would
prevent the type of unintended consequences we have seen and it would provide a lasting
framework for electronic surveillance conducted for foreign intelligence purposes. Thus, FISA
would no longer be subject to unforeseeable technological changes. We should not have to
overhaul FISA each generation simply because technology has changed.

Subsection 401(b) of our proposal provides a new, technology-neutral definition of
“electronic surveillance” focused on the core question of who is the subject of the survei'llance,

rather than on Aow or where the communication is intercepted. Under the amended definition,
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“electronic surveillance” would encompass: “(1) the installation or use of an electronic,
mechanical, or other surveillance device for acquiring information by intentionally directing
surveiflance at a particular, known person who is reasonably believed to be located within the
United States under circumstances in which that person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes; or (2) the intentional acquisition
of the contents of any communication under circumstances in which a person has a reasonable
expectation of privacy and a warrant would be required for law enforcement purposes, if both the
sender and all intended recipients are reasonably believed to be located within the United
States.” Under this definition, FISA’s scope would not be defined by substantively irrelevant
criteria, such as the means by which a communication is transmitted, or the location where the
communication is intercepted. Instead, the definition would focus FISA’s scope-—as we believe
Congress intended when it enacted the law in 1978-—on those intelligence activities that most
substantially implicate the privacy interests of persons in the United States.

Section 401 would make changes to other definitions in FISA as well. In keeping with
the preference for technological neutrality, we would eliminate the distinction between “wire”
and “radio” communications that appears throughout the Act. Accordingly, the Administration’s
proposal would strike FISA’s current definition of “wire communication,” because reference to
that term is unnecessary under the new, technology neutral definition of “electronic
surveillance.”

The proposal also would amend other definitions to address gaps in FISA’s coverage.
Subsection 401(a) would amend FISA’s definition of “agent of a foreign power” to include non-
United States persons who possess or receive significant foreign intelligence information while

in the United States. This amendment would ensure that the United States Government can
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collect necessary information possessed by a non-United States person visiting the United States.
The amendment would thereby improve the Intelligence Community’s ability to collect valuable
foreign intelligence in circumstances where a non-United States person in the United States is
known to the United States Government to possess valuable foreign intelligence information, but
his relationship to a foreign power is unclear. 1 can provide examples in which this definition
would apply in a classified setting. It merits emphasis that the Government would still have to
obtain approval from the FISA Court to conduct surveillance under these circumstances.

Section 40! also amends the definition of the term “minimization procedures.” This is an
amendment that would be necessary to give meaningful effect to a proposed amendment to 50
U.S.C. 1802(a), discussed in detail below. Finally, section 401 would make the FISA definition
of the term “contents” consistent with the definition of “contents” as that term is used in Title 111,
which pertains to interception of communications in criminal investigations. The existence of
different definitions of “contents™ in the intelligence and law enforcement contexts is confusing
to those who must implement the statute.

Section 402

Section 402 would accomplish several objectives. First, it would alter the circumstances
in which the Attorney General can exercise his authority — present in FISA since its passage — to
authorize electronic surveillance without a court order. Currently, subsection 102(a) of FISA
allows the Attorney General to authorize electronic surveillance without a court order where the
surveillance is “solely directed” at the acquisition of the contents of communications
“transmitted by means of communications used exclusively” between or among certain types of
traditional foreign powers. This exclusivity requirement was logical thirty years ago in light of

the manner in which certain foreign powers communicated at that time. But the means by which
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these foreign powers communicate has changed over time, and these changes in communications
technology have seriously eroded the applicability and utility of current section 102(a) of FISA.
As a consequence, the Government must generally seek FISA Court approval for the same sort
of surveillance today.

It is important to note that the proposed amendment to this provision of FISA would not
alter the types of “foreign powers” to which this authority applies. It still would apply only to
foreign Governments, factions of foreign nations (not substantially composed of United States
persons), and entities openly acknowledged by a foreign Government to be directed and
controlled by a foreign Government or Governments. Moreover—and this is important when
read in conjunction with the change to the definition of “minimization procedures” referenced in
section 40 1—any communications involving United States persons that are intercepted under
this provision still will be handled in accordance with minimization procedures that are
equivalent to those that govern court-ordered collection.

Section 402 also would create new procedures (those proposed in new sections 102A and
102B) pursuant to which the Attorney General could authorize the acquisition of foreign
intelligence information concerning persons reasonably believed to be outside the United States,
under circumstances in which the acquisition does not constitute "electronic surveillance” under
FISA. This is a critical change that works hand in glove with the new definition of “electronic
surveillance™ in section 401. FISA currently provides a mechanism for the Government to
obtain a court order compelling communications companies to assist in conducting electronic
surveillance. Because the proposed legislation would reduce the scope of the definition of
“electronic surveillance,” certain activities that previously were “electronic surveillance” under

FISA would fall out of the statute’s scope. This new provision would provide a mechanism for
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the Government to obtain the aid of a court to ensure private sector cooperation with these lawful
intelligence activities no longer covered by the definition of “electronic surveillance.” The new
section would also provide a means for third parties receiving such a directive to challenge the
legality of that directive in court.

Section 403

Section 403 makes two relatively minor amendments to FISA. First, subsection 403(a)
amends section 103(a) of FISA to provide that judges on the FISA Court shall be drawn from “at
least seven” of the United States judicial circuits. The current requirement — that judges be
drawn from seven different judicial circuits — unnecessarily complicates the designation of
judges for that important court.

Subsection 403(b) also moves to section 103 of FISA, with minor amendments, a
provision that currently appears in section 102. New section 103(g) would provide that
applications for a court order under section 104 of FISA are authorized if the Attorney General
approves the applications to the FISA Court, and a judge to whom the application is made may
grant an order approving electronic surveillance in accordance with the statute—a provision that
is most suitably placed in section 103 of FISA, which pertains to the FISA Court’s jurisdiction,
The new provision would eliminate the restriction on the FISA Court’s jurisdiction in 50 U.S.C.
§ 1802(b), which provides that the court cannot grant an order approving electronic surveillance
directed at the types of foreign powers described in section 102(a) unless the surveillance may
involve the acquisition of communications of a United States person. Although the Government
still would not be required to obtain FISA Court orders for surveillance involving those types of
foreign powers, the removal of this restriction would permit the Government to seek FISA Court

orders in those circumstances when an order is desirable.
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Section 404

The current procedure for applying to the FISA Court for a surveillance order under
section 104 of FISA should be streamlined. While FISA should require the Government to
provide information necessary to establish probable cause and other essential FISA requirements,
FISA today requires the Government to provide information that is not necessary to these
objectives.

Section 404 would attempt to increase the efficiency of the FISA application process in
several ways. First, the Government currently is required to provide significant amounts of
information that serves little or no purpose in safeguarding civil liberties. By amending FISA to
require only summary descriptions or statements of certain information, the burden imposed on
applicants for a FISA Court order authorizing surveillance will be substantially reduced. For
example, section 404 would amend the current FISA provision requiring that the application
contain a “detailed description of the nature of the information sought,” and would allow the
Government to submit a summary description of such information. Section 404 similarly would
amend the current requirement that the application contain a “statement of facts concerning all
previous applications” involving the target, and instead would permit the Government to provide
a summary of those facts. While these amendments would help streamline FISA by reducing the
burden involved in providing the FISA Court with information that is not necessary to protect the
privacy of U.S. persons in the United States, the FISA Court would still receive the information
it needs in considering whether to authorize the surveillance.

Section 404 also would increase the number of individuals who can make FISA
certifications. Currently, FISA requires that such certifications be made only by senior

Executive Branch national security officials who have been confirmed by the Senate. The new



60

provision would allow certifications to be made by individuals specifically designated by the
President and would remove the restriction that such individuals be Senate-confirmed. As this
Committee is aware, many intelligence agencies have an exceedingly small number of Senate-
confirmed officials (sometimes only one, or even none), and the Administration’s proposal
would allow intelligence agencies to more expeditiously obtain certifications.

Section 405

Section 405 would amend the procedures for the issuance of an order under section 105
of FISA to conform with the changes to the application requirements that would be effected by
changes to section 104 discussed above.

Section 405 also would extend the initial term of authorization for electronic surveillance
of a non-United States person who is an agent of a foreign power from 120 days to one year.
This change will reduce time spent preparing applications for renewals relating to non-United
States persons, thereby allowing more resources to be devoted to cases involving United States
persons. Section 405 would also allow any FISA order to be extended for a period of up to one
year. This change would reduce the time spent preparing applications to renew FISA orders that
already have been granted by the FISA Court, thereby increasing the resources focused on initial
FISA applications.

Additionally, section 405 would make important amendments to the procedures by which
the Executive Branch may initiate emergency authorizations of electronic surveillance prior to
obtaining a court order. Currently the Executive Branch has 72 hours to obtain court approval
after emergency surveillance is initially authorized by the Attorney General. The amendment
would extend the emergency period to seven days. This change will help ensure that the

Executive Branch has sufficient time in an emergency situation to accurately prepare an
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application, obtain the required approvals of senior officials, apply for a court order, and satisfy
the court that the application should be granted. This provision also would modify the existing
provision that allows certain information to be retained when the FISA Court rejects an
application to approve an emergency authorization. Presently, such information can be retained
if it indicates a threat of death or serious bodily harm to any person. The proposed amendment
would also permit such information to be retained if the information is “significant foreign
intelligence information™ that, while important to the security of the country, may not rise to the
tevel of death or serious bodily harm.

Finally, section 405 would add a new paragraph that requires the FISA Court, when
granting an application for electronic surveillance, to simultaneously authorize the installation
and use of pen registers and trap and trace devices if such is requested by the Government. This
is a technical amendment that results from the proposed change in the definition of “contents” in
Title T of FISA. And, of course, as the standard to obtain a court order for electronic surveillance
is substantially higher than the pen-register standard, there should be no objection to an order
approving electronic surveillance that also encompasses pen register and trap and trace
information.

Section 406

Section 406 would amend subsection 106(i) of FISA, which pertains to limitations
regarding the use of unintentionally acquired information. Currently, subsection 106(i) provides
that fawfully but unintentionally acquired radio communications between persons located in the
United States must be destroyed unless the Attorney General determines that the
communications indicate a threat of death or serious bodily harm. Section 406 amends

subsection 106(i) by making it technology-neutral; we believe that the same rule should apply
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regardless how the communication is transmitted. The amendment also would allow for the
retention of unintentionally acquired information if it “contains significant foreign intelligence
information.” This ensures that the Government can retain and act upon valuable foreign
intelligence information that is collected unintentionally, rather than being required to destroy all
such information that does not fall within the current exception.

Section 406 also would clarify that FISA does not preclude the Government from seeking
protective orders or asserting privileges ordinarily available to protect against the disclosure of
classified information. This is necessary to clarify any ambiguity regarding the availability of
such protective orders or privileges in litigation.

Section 407

Section 407 would amend sections 101, 106, and 305 of FISA to address concerns related
to weapons of mass destruction. These amendments reflect the threat posed by these
catastrophic weapons and would extend FISA to apply to individuals and groups engaged in the
international proliferation of such weapons. Subsection 407(a) amends section 101 of FISA to
include a definition of the term “weapon of mass destruction.” Subsection 407(a) also amends
the section 101 definitions of “foreign power” and “agent of a foreign power” to include groups
and individuals (other than U.S. persc;ns) engaged in the international proliferation of weapons of
mass destruction. Subsection 407(a) similarly amends the definition of “foreign intelligence
information.” Finally, subsection 407(b) would amend sections 106 and 305 of FISA, which
pertain to the use of information, to include information regarding the international proliferation
of weapons of mass destruction.

Section 408

Section 408 would provide litigation protections to telecommunications companies who
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are alleged to have assisted the Government with classified communications intelligence
activities in the wake of the September 11" terrorist attacks. Telecommunications companies
have faced numerous lawsuits as a result of their alleged activities in support of the
Government’s efforts to prevent another terrorist attack. If private industry partners are alleged
to cooperate with the Government to ensure our nation is protected against another attack, they
should not be held liable for any assistance they are alleged to have provided.
Section 409

Section 409 would amend section 303 of FISA (50 U.S.C. 1823), which relates to
physical searches, to streamline the application process, update and augment the emergency
authorization provisions, and increase the potential number of officials who can certify FISA
applications. These changes largely parallel those proposed to the electronic surveillance
application process. For instance, they include amending the procedures for the emergency
authorization of physical searches without a court order to allow the Executive Branch seven
days to obtain court approval after the search is initially authorized by the Attorney General.
Section 409 also would amend section 304 of FISA, pertaining to orders authorizing physical
searches, to conform to the changes intended to streamline the application process.

Additionally, section 409 would permit the search of not only property that is owned,
used, possessed by, or in transit to or from a foreign power or agent of a foreign power, but also
property that is about to be owned, used, possessed by, or in transit to or from these powers or
agents. This change makes the scope of FISA’s physical search provisions coextensive with
FISA’s electronic surveillance provisions in this regard.

Section 410

Section 410 would amend the procedures found in section 403 of FISA (50 U.S.C. 1843)
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regarding the emergency use of pen registers and trap and trace devices without court approval to
allow the Executive Branch seven days to obtain court approval afier the emergency use is
initially authorized by the Attorney General. (The current period is 48 hours.) This change
would ensure the same flexibility for these techniques as would be available for electronic
surveillance and physical searches.
Section 411

Section 411 would allow for the transfer of sensitive national security litigation to the
FISA Court in certain circumstances. This provision would require a court to transfer a case fo
the FISA Court if: (1) the case is challenging the legality of a classified communications
intelligence activity relating to a foreign threat, or the legality of any such activity is at issue in
the case, and (2) the Attorney General files an affidavit under oath that the case should be
transferred because further proceedings in the originating court would harm the national security
of the United States. By providing for the transfer of such cases to the FISA Court, section 411
ensures that, if needed, judicial review may proceed before the court most familiar with
commuunications intelligence activities and most practiced in safeguarding the type of national
security information involved. Section 411 also provides that the decisions of the FISA Court in
cases transferred under this provision would be subject to review by the FISA Court of Review
and the Supreme Court of the United States.

Other Provisions

Section 412 would make technical and conforming amendments to sections 103, 105,
106, and 108 of FISA (50 U.S.C. 1803, 1803, 1806, 1808).

Section 413 provides that these amendments shall take effect 90 days after the date of

enactment of the Act, and that orders in effect on that date shall remain in effect until the date of
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expiration. It would allow for a smooth transition after the proposed changes take effect.

Section 414 provides that any provision in sections 401 through 414 held to be invatid or
unenforceable shall be construed so as to give it the maximum effect permitted by law, unless
doing so results in a holding of utter invalidity or unenforceability, in which case the provision
shall be deemed severable and shall not affect the remaining sections.

Conclusion

While the Protect America Act temporarily addressed some of the issues we have faced
with FISA’s outdated provisions, it is essential that Congress modernize FISA in a
comprehensive and permanent manner. The Protect America Act is a good start, but it is only a
start. In addition to making the Protect America Act permanent, Congress should reform FISA
in accordance with the other provisions in the proposal that the Administration submitted to the
Congress in April. It is especially imperative that Congress provide liability protection to
companies that are alleged to have assisted the nation in the conduct of intelligence activities in
the wake of the September 11 attacks. These changes would permanently restore FISA to its
original focus on the protection of the privacy interests of Americans, improve our intelligence
capabilities, and ensure that scarce Executive Branch and judicial resources are devoted to the
oversight of intelligence activities that most clearly implicate the interests of Americans. We
look forward to working with the Congress to achieve these critical goals.

Thank you for the opportunity to appear before you and testify in support of the

Administration’s proposal. [ look forward to answering your questions.
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The CHAIRMAN. Mr. Wainstein, I understand you had a hard
time getting in the building, so we apologize for that.

But the only thing that you missed, which is the most germane,
is that we seek yours and the DNI’s help in getting us the docu-
ments that the ranking member and I have requested for a number
of months and are critical for our committee to understand the
thinking and the process that has gone into the surveillance pro-
gram, terrorist surveillance program. So if you could help, we ap-
preciate that very much.

I don’t think anyone disputes that the threats are real. I think
everybody knows and understands the threats to our country are
real. The issue is whether we carefully balance our ability to re-
main safe as a Nation while at the same time protecting our indi-
