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MARKUP OF H.R. 1560, THE PROTECTING CYBER NETWORKS ACT
Thursday, March 26, 2015

U.S. House of Representatives,
Permanent Select Committee on Intelligence,

Washington, D.C.

The committee met, pursuant to call, at 9:13 a.m., in
Room HVC-304, the Capitol, the Honorable Devin Nunes [chairman

of. the committee] presiding.

Present: Representatives Nunes, Miller, Conaway, King,
LoBiondo, Westmoreland, Rooney, Heck, Pompeo, Ros-Lehtinen,
Turner, Wenstrup, Stewart, Schiff, Gutierrez, Himes, Sewell,
Carson, Speier, Quigley, Swalwell, and Murphy.

Staff Present: Jeff Shockey, Staff Director; Andrew
Peterson, General Counsel; Michael Ellis, Deputy General
Counsel; Jacob Crisp, Deputy General Counsel; Lisa Major,
Staff Assistant; Randy Smith, Sandia Assistant; Geof Kahn,
Professional Staff Member; Diane Rinaldo, Professional Staff
Member; Shannon Stuart, Professional Staff Member; Damon
Nelson, Clerk; Michael Bahar, Minority Staff Director; Tim
Bergreen, Minority Deputy Staff Director; Carly Blake,

.Minority Professional Staff Member; Linda Cohen, Minority

Professional Staff Member; Allison Getty, Minority

UNCLASSIFIED



UNCLASSIFIED

1 Professional Staff Member; Robert Minehart, Minority

Professional Staff Member; Amanda Rogers Thorpe, Minority
2 Professional Staff Member; and Kristin Jepson, Security
Director.
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THE CHAIRMAN: The committee will come to order.

We have two matters on the agenda for today's business
meeting. First, we will consider a request to access the
Defense Department's assessment of the damage caused by the
unauthofized disclosures of an NSA contractor. Then we will
consider H.R. 1560, the Protecting Cyber Networks Act.

I want to remind Members that, while we are in a closed
space, we are currently in open session. The committee will
post the transcript of this business meeting on the Web site.
If for some portion of the debate we need to discuss
classified information, we will close the business meeting.
After the classified discussion, we will return to open
session to vote.

To conduct our business today, a quorum of 12 Members
must be present. The chair notes the presence of a quorum.

The committee will now consider pursuant to Committee
Rule 14 whether to grant the request of Mr. Jolly of Florida
to access the Defense Department's Information Review Task
Force 2's initial assessment of the impact of the compromise
of classified files by a former NSA contractor.

As some Members may recall, the committee voted to permit
more than 100 Members to access this report in the last
Congress.

If any Members wish to discuss the content of this

report, we will need to move to closed session.
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Taking into account the same factors as we did then and
considering the same criteria required by Committee Rule
14(f), I continue to believe that it is important for Members
to read this assessment, which concerns one of the greatest
compromises of secrets in our Nation's history.

I will now yield to the ranking member for any comments
he may wish to make on this request and then will recognize
other Members who wish to be heard on this matter.

Mr. Schiff?

MR. SCHIFF: Thank you, Mr. Chairman.

In the previous Congress, the committee granted requests
for over 100 Members to review the Department of Defense's
Information Review Task Force 2's classified report, which
compiles the Defense Intelligence Agency's initial assessment
of the potential impact that Snowden disclosures may have --
excuse me, that Snowden's compromises of classified files may
have had on the Department of Defense.

Today we have one for Mr. Jolly of Florida, which I
recommend that we approve.

Members have a legitimate interest in knowing about the
widespread impact these disclosures have had and are still
having on intelligence operations, legislation, programs, and
budget considerations. I believe, also, in this instance, we
can make Members aware of this information via the DIA report

without comprising sources and methods.
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1 Thank you, and I yield back.

2 THE CHAIRMAN: Do any other Members wish to be heard on
3 this.request?

4 Seeing none, the chair moves that under Rule 14 the
5 committee approve Representative Jolly's pending request for
6 access to the IRTF2 damage assessment consistent with

7 committee rules.

8 Without objection, the previous question is ordered.
9 The clerk will call the roll.

10 THE CLERK: Chairman Nunes?

11 THE CHAIRMAN: Aye.

12 THE CLERK: Mr. Nunes, aye.

13 Mr. Miller?

14 MR. MILLER: Aye.

15 THE CLERK: Mr. Miller, aye.

16 Mr. Conaway?

17 MR. CONAWAY: Aye.

18 THE CLERK: Mr. Conaway, aye.

19 Mr. King?

20 [No response.]

21 THE CLERK: Mr. LoBiondo?

22 MR. LOBIONDO: Aye.

23 THE CLERK: Mr. LoBiondo, aye.

24 Mr. Westmoreland?

25 MR. WESTMORELAND: Aye.
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THE CLERK:
Mr. Rooney?
MR. ROONEY:
THE CLERK:

Dr. Heck?

UNCLASSIFIED

Mr. Westmoreland,

Aye.

Mr. Rooney, aye.

DR. HECK: Aye.

THE CLERK:
Mr. Pompeo?
MR. POMPEO:
THE CLERK:

Dr. Heck, aye.

Aye.

Mr. Pompeo, aye.

Ms. Ros-Lehtinen?

MS. ROS-LEHTINEN: Aye.

THE CLERK:
Mr. Turner?
MR. TURNER:
THE CLERK:

Ms. Ros-Lehtinen,

Aye.

Mr. Turner, aye.

Dr. Wenstrup?

DR. WENSTRUP: Aye.

THE CLERK:
Mr. Stewart?
MR. STEWART:
THE CLERK:

Dr. Wenstrup, aye.

Aye.

Mr. Stewart, aye.

Ranking Member Schiff?

MR. SCHIFF:
THE CLERK:

Aye.
Mr. Schiff, aye.
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aye.

aye.



UNCLASSIFIED

1 Mr. Gutierrez?

2 [No response.]

3 THE CLERK: Mr. Himes?

4 [No response.]

5 THE CLERK: Ms. Sewell?

6 [No response.]

7 THE CLERK: Mr. Carson?

8 MR. CARSON: Aye.

9 THE CLERK: Mr. Carson, aye.

10 Ms. Speier?

11 [No response.]

12 THE CLERK: Mr. Quigley?

13 MR. QUIGLEY: Aye.

14 THE CLERK: Mr. Quigley, aye.

15 Mr. Swalwell?

16 MR. SWALWELL: Aye.

17 THE CLERK: Mr. Swalwell, aye.

18 Mr. Murphy?

19 [No response.]

20 THE CLERK: Mr. Chairman, there are 16 ayes and zero
21 noes.

22 THE CHAIRMAN: The ayes have it, and the motion is
23 carried.

24 We will now move to the second item on the Agenda, H.R.
25 1560, the Protecting Cyber Networks Act.
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Before we consider the bill, I want to first thank Philip
Bayer from the House Office of Legislative Counsel. For
years, Philip has been the unsung hero, drafting the
intelligence-related bills and amendments this committee
considers.

The Protecting Cyber Networks Act is the last piece of
legislation Philip will work on before he leaves the Hill for
an opportunity with the Department of Defense. And tomorrow,
after he finishes making the changes to this bill, it will be
his last day.

Philip, thank you for all of your hard work, and best of
luck in your future endeavors.

[Applause.]

THE CHAIRMAN: As Members recall, the House passed this
committee's cybersecurity information-sharing legislation with
strong majorities in the past two Congresses. The members of
this committee know better than most how serious the cyber
threat is and how desperately we need to knock down the legal
barriers that impede information-sharing.

American companies lack the clear authority to share
information among themselves and with the Federal Government
about the attacks that they face and how they are coping with
those attacks. Due to this lack of authority, companies are
unable to properly defend their own networks from malicious

hackers and to share those defensive tools with other
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companies. In today's environment, companies are paralyzed
from sharing threat information without fear of exposing
themselves to potential lawsuits.

These companies need our help, and they need it today.
The bill we consider today is not a\cure—all but 1is a vital
step forward. It will give companies firm legal authority to
monitor their own networks to spot imminent cyber attacks. It
will also allow them to use defensive measures to protect
their own networks. And, most importantly, it will allow
companies to share cyber threat indicators with each other and
with the government, free from the fear that sharing will
expose them to litigation. It does all these things while
protecting privacy and civil liberties.

I also want to clarify what this bill is not. It is not
a surveillance bill. In case there are any doubts, section
9(a) states in no uncertain terms that, quote, "nothing in
this act or the amendments made by this act shall be construed
to authorize the Department of Defense or the National
Security Agency or any other element of the Intelligence
Community to target a person for surveillance."

The bottom line: This is an information-sharing bill,
not a surveillance bill.

I am happy to say that Ranking Member Schiff and I worked
together closely on this legislation. Last week, we held an

open hearing where we heard from business leaders and security
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experts on the cyber threats American businesses face. Before
and after that hearing, we worked with other committees of
jurisdiction, with the administration, with privacy advocates,
and with industry groups. We have strived to incorporate
their ideas into this legislation, and we will continue to
listen to feedback as the bill moves forward in Congress.

This bill is just one part of the legislative solution
for cybersecurity. We worked closely with the Judiciary
Committee to develop the bill's language on liability
protections for companies that share cyber threat information
or monitor their networks and reached an acceptable compromise
with them on the exact wording of the language.

This bill also moves in the same direction as the
information-sharing bill the Senate Intelligence Committee
recently reported out by a 14-to-1 vote.

All in all, the chances have never been better for
Congress to.pass and the President to sign meaningful
cybersecurity legislation.

I now would like to recognize Ranking Member Schiff for
any statement he would like to make.

Mr. Schiff?

MR. SCHIFF: Thank you, Mr. Chairman.

Hardly a week goes by without a major news story about
cyber crime or a cyber attack. Whether it is an electronic

break-in at Sony or a data breach at Anthem, hacking has
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become part of our life and a growing problem for individuals
and businesses.

But often it is the attacks that lurk unnoticed and
unreported that pose the biggest threat. Billions in
intellectual property, thousands of jobs, and the security of
Americans' most private and valued information are at risk,
and we need to mobilize the Nation to confront this
21st-century scourge. The time to pass a voluntary cyber
information-sharing bill is now.

Just last week, the House Intelligence Committee held its
first open hearing of the year on the cyber threat to
America's private sector. We heard from our witnesses that
their business are cyber-attacked billions of times per day.
It is hard to believe, but it is true, and it is getting
worse. There are billions, not thousands, not millions, but
billions, of attacks each day.

The threat to our economy, our jobs, and our privacy from
not acting is certain, and the magnitude of the harm is
massive. So we need to act.

Protecting ourselves first requires an ability to see the
nature of the threat. We need a voluntary information-sharing
bill between and among the private and public sectors so that
we can pool our resources and circle the wagons.

Critical to making this happen is 1n§ent1v121ng cyber

threat information-sharing by providing targeted, limited,
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and, most importantly, very narrow liability protection. To
get that protection, however, we need two privacy scrubs, two
filters to make sure that no privacy information is shared,
other than that directly related to the threat. We need the
private sector to take reasonable steps to strip out the
private information, and we need the government to do the
same. And we need to hold the government directly responsible
if it doesn't. Our bill does that.

We also need a civilian portal. In other words, we
cannot have the private sector passing cyber threat
information under the bill directly to NSA or DOD. And I
believe we have accomplished this.

We also need the government to be able to quickly share
threat information with the private sector just as we need the
CDC to put out timely warnings and advice on how to counteract
this year's flu strain or how to prevent a local disease from
becoming an outsized epidemic.

We also need strong privacy and civil liberties
guidelines and intense reporting requirements. This is
nonnegotiable. And, working with the chairman, the White
House, and stakeholders, we have come to a solution that
doesn't compromise our deeply held principles. We are
light-years ahead of where we were just a year ago in terms of
privacy protections.

We also need very limited government-use provisions,
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which we have.

The bill before us today, I am proud to report, has all
these critical features, and it most importantly makes clear
what this bill does not do. In black and white legislative
text and in multiple locations, the bill literally states that
nothing, either explicitly or through loopholes, can be used
to authorize additional government surveillance.

There is heightened concern about surveillance and
heightened scrutiny over anything that may negatively impact
privacy, so we should be clear: In no way, shape, or form is
this bill a surveillance bill. Quite the opposite. It will,
in fact, keep our most private and valuable information in our
own hands.

So before us today is a bill that strikes the right
balance between securing our networks and protecting our
privacy. Building on the excellent work this committee has
made under the leadership of former Chairman Rogers and
Ranking Member Ruppersberger, Chairman Nunes and I sat down
together and, with our Members, others in Congress, the White
House, and outside groups, crafted a carefully balanced and
effective way forward that can and must become law.

I look forward to a productive markup that will make a
good bill even better. We have some excellent amendments that
our‘Members have championed.

And after the markup, I am committed to further working

UNCLASSIFIED
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with the chairman, our Members, other House committees, the
Senate, the White House, and all interested stakeholders to
continue to refine the bill to make it even more effective and
more protective of privacy on its way to the President's desk.

Every day we delay, more privacy is stolen, more jobs are
lost, and more economic harm is done. This is a certainty.
This is why we are doing what we are doing and why it is so
important.

Finally, Mr. Chairman, this is our maiden legislative
voyage together, and if this is any indication of what is to
come, I am very much looking forward to an extremely
productive partnership. It has been a pleasure to work with
you on this bill, as well as your staff, especially Jeff
Shockey, Michael Ellis, and Andrew Peterson. Thank you.

And I yield back.

THE CHAIRMAN: I thank the gentleman for those kind
words.

I would now like to recognize the chairman of the NSA and
Cyber Subcommittee, Mr. Westmoreland of Georgia, for any
statement he would like to make.

MR. WESTMORELAND: Thank you, Mr. Chairman.

And I want to thank Mr. Schiff and all the colleagues.

I am very pleased to be a cosponsor of this bipartisan
legislation. Bipartisan cooperation is nothing new to this

committee, but the support from both the House and Senate
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committees is a testament to the quality of this bill and will
significantly improve our chances to make it law.

For a lot of Americans and, I suspect, many of us, this
entire debate can be a little technical. We aren't all
computer scientiéts or network engineers, but, frankly, I
don't think we need to be in order to understand the threat
that we are facing and what Congress needs to do in response.

We need this legislation so businesses can share with
each other how they were attacked so they can prepare and
defend themselves from similar attacks. We need this
legislation so that the combined knowledge of our Nation's
private sector can be better leveraged to defend us all. We
need this legislation so that businesses can share threats
with the Federal Government, which could help us to better
defend our national networks and critical infrastructure. And
we need this legislation so that the Federal Government can
share with the private sector the unique information it has in
its possession.

With the recent news reports of the Sony and Anthem cyber
attacks, the American people are gaining a much better
understanding about why they have a personal stake in this
debate.

Just this morning, I had a gentleman in my office who had
his taxes for he and his wife filled out from the Blue Cross

Blue Shield leak. And that information -- they were already
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filing his tax returns with a wire number to send his refund.
After all, it is, you know, our information that is being
stolen, and the more we learn about the attacks that are
taking place, the more the American people can rightfuliy
deserve action by Congress to prevent this.

And this bill corrects many of those outdated laws that
have stood in our way. And I want to make sure that the
American people know what this bill is. This bill is a cyber
threat information-sharing bill. It grants authority and
liability protection for sharing very limited information.

It does not allow private companies or the government to
scoop up and read our emails or stockpile personally
identifiable information. In fact, as has been stated before,
we have two requirements to strip away any private
information, once before it is shared by the private sector
and again when it is received by the government.

Ultimately, what we are talking about here are threats
full of technical information, codes, malware, created by
criminals and foreign governments to create havoc on our
systems and steal your information. And sharing the technical
information about these threats is the key to defending our
networks.

The destruction we are worried about is not theatrical.
It is in the news with alarming frequency. We have witnessed

the theft of our Nation's industrial secrets, attacks on our
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financial institutions, and much more. And while this bill is
no cure-all, it is a key element in protecting our Nation from
cyber threats.

With that in mind, I urge all my colleagues to join the
chairman and the ranking member in moving this bill forward
and look forward to working with you to see cyber
information-sharing legislation become law as soon as
possible.

I yield back.

THE CHAIRMAN: The gentleman yields back.

The committee will now consider H.R. 1560, the Protecting
Cyber Networks Act.

Without objection, the bill shall be considered as read
and open for amendment at any point.

[The bill follows:]

%k %k %k %k Kk ¥ % %k COMMITTEE INSERT % %k % Xk %k % % %k
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114tH CONGRESS
1ST SESSION H. R.

To improve eybersecurity in the United States through enhanced sharing
of information about eybersecurity threats, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

M . introduced the following bill; which was referred to the
Committee on

A BILL

To improve cybersecurity in the United States through en-
hanced sharing of information about cybersecurity
threats, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
4 (a) SHORT TITLE.—This Act may be cited as the
5 “Protecting Cyber Networks Act”.
6 (b) TABLE OF CONTENTS.—The table of contents of
7 this Act is as follows:
Sec. 1. Short title; table of contents.
F\VHLC\032215\032215.035.xml (592121124)

March 22, 2015 (7:24 p.m.)
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Sec. 2. Sharing of cyber threat indicators and defensive measures by the Fed-
eral Government with non-Federal entities.

Sce. 3. Authorizations for preventing, detecting, analyzing, and mitigating
cvbersceurity threats,

Sec. 4. Sharing of cyvber threat indicators and defensive measures with appro-
priate Federal entities other than the Department of Defense
or the National Security Agency.

See. 5. Federal Government liability for violations of privacy or civil liberties.

See. 6. Protection from liability.

See. 7. Oversight of Government activities.

See. 8. Report on eybersecurity threats.

See. 9. Construction and preemption.

See. 10. Conforming amendments.

See. 11. Definitions.

1 SEC. 2. SHARING OF CYBER THREAT INDICATORS AND DE-

2 FENSIVE MEASURES BY THE FEDERAL GOV-

3 ERNMENT WITH NON-FEDERAL ENTITIES.

4 (a) IN GENERAL.—Title I of the National Security

5 Act of 1947 (50 U.S.C. 3021 et seq.) is amended by in-

6 serting after section 110 (50 U.S.C. 3045) the following

7 new section:

8 “SEC. 111. SHARING OF CYBER THREAT INDICATORS AND
9 DEFENSIVE MEASURES BY THE FEDERAL
10 GOVERNMENT WITH NON-FEDERAL ENTITIES.
11 “(a) SHARING BY THE FEDERAL GOVERNMENT.—
12 “(1) IN GENERAL.—Consistent with the protec-
13 tion of classified information, intelligence sources
14 and methods, and privacy and ecivil liberties, the Di-
15 rector of National Intelligence, in consultation with
16 the heads of the other appropriate Federal entities
17 and the National Laboratories (as defined in section
18 2 of the Energy Policy Act of 2005 (42 U.S.C.

fAVHLC\032215\032215.035.xml (592121124)

March 22, 2015 (7:24 p.m.)
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1 15801)), shall develop and promulgate procedures to
2 facilitate and promote—

3 “(A) the timely sharing of classified cyber
4 threat indicators in the possession of the Fed-
5 eral Government with representatives of rel-
6 evant non-Federal entities with appropriate se-
7 curity clearances;

8 “(B) the timely sharing with relevant non-
9 Federal entities of cyber threat indicators or in-
10 formation in the possession of the Federal Gov-
11 ernment that may be declassified and shared at
12 an unclassified level; and

13 “(C) the sharing with non-Federal entities,
14 if appropriate, of information in the possession
15 of the Federal Government about imminent or
16 ongoing cybersecurity threats to such entities to
17 prevent or mitigate adverse impacts from such
18 cybersecurity threats.

19 “(2) DEVELOPMENT OF PROCEDURES.—The
20 procedures developed and promulgated under para-
21 graph (1) shall—
22 “(A) ensure the Federal Government has
23 and maintains the capability to share cyber
24 threat indicators in real time consistent with
25 the protection of classified information;

fAVHLC\0322156\032215.035.xm!
March 22, 2015 (7:24 p.m.)
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4
“(B) incorporate, to the greatest extent

practicable, existing processes and existing roles
and responsibilities of Federal and non-Federal
entities for information sharing by the Federal
Government, including sector-specific informa-
tion sharing and analysis centers;

“(C) include procedures for notifying non-
Federal entities that have received a cyber
threat indicator from a Federal entity in ac-
cordance with this Act that is known or deter-
mined to be in error or in contravention of the
requirements of this section, the Protecting
Cyber Networks Act, or the amendments made
by such Act or another provision of Federal law
or policy of such error or contravention;

“(D) include requirements for Federal en-
tities receiving a cyber threat indicator or de-
fensive measure to implement appropriate secu-
rity controls to protect against unauthorized ac-
cess to, or acquisition of, such cyber threat in-
dicator or defensive measure; and

“(E) include procedures that require Fed-
eral entities, prior to the sharing of a cyber

threat indicator, to—

(592121124)
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5
“(i) review such cyber threat indicator
to assess whether such cyber threat indi-
cator, in contravention of the requirement
under section 3(d)(2) of the Protecting
Cyber Networks Act, contains any infor-
mation that such Federal entity knows at
the time of sharing to be personal informa-
tion of, or information identifying, a spe-
cific person not directly related to a
cybersecurity threat and remove such in-

formation; or
“(ii) implement a technical capability
configured to remove or exclude any per-
sonal information of, or information identi-
fying, a specific person not directly related

to a cybersecurity threat.

“(b) DEFINITIONS.—In this section, the terms ‘ap-
propriate Federal entities’, ‘cyber threat indicator’, ‘defen-
sive measure’, ‘Federal entity’, and ‘non-Federal entity’
have the meaning given such terms in section 11 of the
Protecting Cyber Networks Act.”.

(b) SUBMITTAL TO CONGRESS.—Not later than 90
days after the date of the enactment of this Act, the Direc-
tor of National Intelligence, in consultation with the heads

of the other appropriate Federal entities, shall submit to

(592121124)
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1 Congress the procedures required by section 111(a) of the
2 National Security Act of 1947, as inserted by subsection
3 (a) of this section.

4 (¢) TABLE OF CONTENTS AMENDMENT.—The table
5 of contents in the first section of the National Security
6 Act of 1947 is amended by inserting after the item relat-
7 ing to section 110 the following new item:

“See. 111. Sharing of cyber threat indicators and defensive measures by the
Federal Government with non-Federal entities.”.
SEC. 3. AUTHORIZATIONS FOR PREVENTING, DETECTING,

9 ANALYZING, AND MITIGATING
10 CYBERSECURITY THREATS.

11 (a) AUTHORIZATION FOR PRIVATE-SECTOR DEFEN-
12 SIVE MONITORING.—

13 (1) IN GENERAL.—Notwithstanding any other
14 provision of law, a private entity may, for a
15 cybersecurity purpose, monitor—

16 (A) an information system of such private
17 entity;

18 (B) an information system of a non-Fed-
19 eral entity or a Federal entity, upon the written
20 authorization of such non-Federal entity or
21 such Federal entity; and
22 (C) information that is stored on, proc-
23 essed by, or transiting an information system

FA\VHLC\032215\032215.035.xml (592121124)

March 22, 2015 (7:24 p.m.)
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1 monitored by the private entity under this para-
2 graph.

3 (2) CONSTRUCTION.—Nothing in this sub-
4 section shall be construed to—

5 (A) authorize the monitoring of an infor-
6 mation system, or the use of any information
7 obtained through such monitoring, other than
8 as provided in this Act;

9 (B) authorize the Federal Government to
10 conduct surveillance of any person; or

11 (C) limit otherwise lawful activity.

12 (b) AUTHORIZATION FOR OPERATION OF DEFENSIVE
13 MEASURES.—

14 (1) IN GENERAL.—Except as provided in para-
15 graph (2) and notwithstanding any other provision
16 of law, a private entity may, for a cybersecurity pur-
17 pose, operate a defensive measure that is applied
18 and limited to—

19 (A) an information system of such private
20 entity to protect the rights or property of the
21 private entity; and
22 (B) an information system of a non-Fed-
23 eral entity or a Federal entity upon written au-
24 thorization of such non-Federal entity or such
25 Federal entity for operation of such defensive

f\VHLC\032215\032215.035.xm|  (592121124)
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1 measure to protect the rights or property of
2 such private entity, such non-Federal entity, or
3 such Federal entity.

4 (2) LiMITATION.—The authority provided in
5 paragraph (1) does not include the intentional or
6 reckless operation of any defensive measure that is
7 designed or deployed to destroy, render unusable (in
8 whole or in part), substantially harm, or initiate a
9 new action, process, or procedure on an information
10 system or information stored on, processed by, or
11 transiting such information system not belonging
12 to—

13 (A) the private entify operating such de-
14 fensive measure; or

15 (B) a non-Federal entity or a Federal enti-
16 ty that has provided written authorization to
17 that private entity for operation of such defen-
18 sive measure in accordance with this subsection.
19 (3) CONSTRUCTION.—Nothing in this sub-
20 section shall be construed—
21 (A) to authorize the use of a defensive
22 measure other than as provided in this sub-
23 section; or
24 (B) to limit otherwise lawful activity.

{AVHLC\032215\032216.035.xml  (592121124)
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1 (¢) AUTHORIZATION FOR SHARING OR RECEIVING
2 CYBER THREAT INDICATORS OR DEFENSIVE MEAS-
3 URES.—
4 (1) IN GENERAL.—Except as provided in para-
5 graph (2) and notwithstanding any other provision
6 of law, a non-Federal entity may, for a cybersecurity
7 purpose and consistent with the requirement under
8 subsection (d)(2) to remove personal information of,
9 or information identifying, a specific person not di-
10 rectly related to a cybersecurity threat and the pro-
11 tection of classified information—
12 (A) share a eyber threat indicator or de-
13 fensive measure with any other non-Federal en-
14 tity or an appropriate Federal entity (other
15 than the Department of Defense or any compo-
16 nent of the Department, including the National
17 Seeurity Agency); and
18 (B) receive a cyber threat indicator or de-
19 fensive measure from any other non-Federal en-
20 tity or an appropriate Federal entity.
21 (2) LAWFUL RESTRICTION.—A non-Federal en-
22 tity receiving a cyber threat indicator or defensive
23 measure from another non-Federal entity or a Fed-
24 eral entity shall comply with otherwise lawful restric-
25 tions placed on the sharing or use of such cyber
{AVHLC\032215\032215.035.xm|  (592121124)
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1 threat indicator or defensive measure by the sharing
2 non-Federal entity or Federal entity.
3 (3) CONSTRUCTION.—Nothing in this sub-
4 section shall be construed to—
5 (A) authorize the sharing or receiving of a
6 cyber threat indicator or defensive measure
7 other than as provided in this subsection;
8 (B) authorize the sharing or receiving of
9 classified information by or with any person not
10 authorized to access such classified information;
11 (C) prohibit any Federal entity from en-
12 gaging in formal or informal technical discus-
13 sion regarding cyber threat indicators or defen-
14 sive measures with a non-Federal entity or from
15 providing technical assistance to address
16 vulnerabilities or mitigate threats at the request
17 of such an entity;
18 (D) authorize the Federal Government to
19 conduct surveillance of any person; or
20 (E) limit otherwise lawful activity.
21 (d) PROTECTION AND USE OF INFORMATION.—
22 (1) SECURITY OF INFORMATION.—A non-Fed-
23 eral entity monitoring an information system, oper-
24 ating a defensive measure, or providing or receiving
25 a cyber threat indicator or defensive measure under
fAVHLC\032215\032215.035.xml  (592121124)
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this section shall implement an appropriate security
control to protect against unauthorized access to, or
acquisition of, such cyber threat indicator or defen-

sive measure.

(2) REMOVAL OF CERTAIN PERSONAL INFORMA-

TION.—A non-Federal entity sharing a cyber threat
indicator pursuant to this Act shall, prior to such

sharing, take reasonable efforts to—

(A) review such cyber threat indicator to
assess whether such cyber threat indicator con-
tains any information that the non-Federal en-
tity knows at the time of sharing to be personal
information of, or information identifying, a
specific person not directly related to a
cybersecurity threat and remove such informa-
tion; or

(B) implement a technical capability con-
figured to remove any information contained
within such indicator that the non-Federal enti-
ty knows at the time of sharing to be personal
information of, or information identifying, a
specific person not directly related to a
cybersecurity threat.

(3) USE OF CYBER THREAT INDICATORS AND

DEFENSIVE MEASURES BY NON-FEDERAL ENTI-

(592121124)
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non-Federal entity may, for a

cybersecurity purpose—

(A) use a cyber threat indicator or defen-

sive measure shared or received under this sec-

tion to monitor or operate a defensive measure

(i) an information system of such non-
Federal entity; or

(ii) an information system of another
non-Federal entity or a Federal entity
upon the written authorization of that
other non-Federal entity or that Federal
entity; and

(B) otherwise use, retain, and further

share such cyber threat indicator or defensive

measure subject to—

(i) an otherwise lawful restriction
placed by the sharing non-Federal entity
or Federal entity on such cyber threat in-
dicator or defensive measure; or

(ii) an otherwise applicable provision

of law.

(4) USE OF CYBER THREAT INDICATORS BY

STATE, TRIBAL, OR LOCAL GOVERNMENT.—

(A) LAW ENFORCEMENT USE.—

(592121124)
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(i) PRIOR WRITTEN CONSENT.—Ex-
cept as provided in clause (ii), a cyber
threat indicator shared with a State, tribal,
or local government under this section
may, with the prior written consent of the
non-Federal entity sharing such indicator,
be used by a State, tribal, or local govern-
ment for the purpose of preventing, inves-
tigating, or prosecuting a felonious crimi-
nal act.

(i) ORAL CONSENT.—If exigent cir-
cumstances prevent obtaining written con-
sent under clause (i), such consent may be
provided orally with subsequent docu-
mentation of the consent.

(B) EXEMPTION FROM DISCLOSURE.—A

cyber threat indicator shared with a State, trib-

al, or local government under this section shall

(1) deemed voluntarily shared informa-
tion; and

(ii) exempt from disclosure under any
State, tribal, or local law requiring disclo-
sure of information or records, except as

otherwise required by applicable State,

(592121124)
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1 tribal, or local law requiring disclosure in
2 any criminal prosecution.
3 (e) No RIGHT OR BENEFIT.—The sharing of a cyber
4 threat indicator with a non-Federal entity under this Act
5 shall not create a right or benefit to similar information
6 by such non-Federal entity or any other non-Federal enti-
7 ty.
8 SEC. 4. SHARING OF CYBER THREAT INDICATORS AND DE-
9 FENSIVE MEASURES WITH APPROPRIATE
10 FEDERAL ENTITIES OTHER THAN THE DE-
11 PARTMENT OF DEFENSE OR THE NATIONAL
12 SECURITY AGENCY.
13 (a) REQUIREMENT FOR POLICIES AND PROCE-
14 DURES.—
15 (1) IN GENERAL.—Section 111 of the National
16 Seecurity Act of 1947, as inserted by section 2 of this
17 Act, is amended by—
18 (A) redesignating subsection (b) as sub-
19 section (c); and
20 (B) by inserting after subsection (a) the
21 following new subsection:
22 “(b) POLICIES AND PROCEDURES FOR SHARING

23 WITH THE APPROPRIATE FEDERAL ENTITIES OTHER

24 THAN THE DEPARTMENT OF DEFENSE OR THE NA-

25 TIONAL SECURITY AGENCY.—

£AVHLC\032215\032215.035.xmi (592121124)
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1 “(1) ESTABLISHMENT.—The President shall

2 develop and submit to Congress policies and proce-

3 dures relating to the receipt of cyber threat indica-
4 tors and defensive measures by the Federal Govern-

5 ment.

6 “(2) REQUIREMENTS CONCERNING POLICIES

7 AND PROCEDURES.—The policies and procedures re-

8 quired under paragraph (1) shall—

9 ““(A) be developed in accordance with the
10 privacy and civil liberties guidelines required
11 under section 4(b) of the Protecting Cyber Net-
12 works Act;

13 “(B) ensure that—

14 “(i) a eyber threat indicator shared by
15 a non-Federal entity with an appropriate
16 Federal entity (other than the Department
17 of Defense or any component of the De-
18 partment, including the National Security

19 Agency) pursuant to section 3 of such Act
20 is shared in real-time with all of the appro-
21 priate Federal entities (including all rel-
22 evant components thereof);

23 ‘“(ii) the sharing of such cyber threat

24 indicator with appropriate Federal entities

25 is not subject to any delay, modification, or
fAVHLC\032215\032215.035.xml  (592121124)
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any other action without good cause that
could impede receipt by all of the appro-
priate Federal entities; and

“(iii) such cyber threat indicator is
provided to each other Federal entity to
which such ecyber threat indicator is rel-
evant; and
“(C) ensure there—

“(i) is an audit capability; and

“(il) are appropriate sanctions in
place for officers, employees, or agents of
a Federal entity who knowingly and will-
fully use a cyber threat indicator or de-
fense measure shared with the Federal
Government by a non-Federal entity under
the Protecting Cyber Networks Act other
than in accordance with this section and
such Act.”.

(2) SuBMISSION.—The President shall submit

to Congress—

(A) not later than 90 days after the date
of the enactment of this Act, interim policies

and procedures required under section

111(b)(1) of the National Security Act of 1947,

(592121124)
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1 as inserted by paragraph (1) of this section;
2 and

3 (B) not later than 180 days after such
4 date, final policies and procedures required
5 under such section 111(b)(1).

6 (b) PrRIvacYy AND CIVIL LIBERTIES.—

7 (1) GUIDELINES OF ATTORNEY GENERAL.—The
8 Attorney General, in consultation with the heads of
9 the other appropriate Federal agencies and with offi-
10 cers designated under section 1062 of the Intel-
11 ligence Reform and Terrorism Prevention Aect of
12 2004 (42 U.S.C. 2000ee-1), shall develop and peri-
13 odically review guidelines relating to privacy and
14 civil liberties that govern the receipt, retention, use,
15 and dissemination of cyber threat indicators by a
16 Federal entity obtained in accordance with this Act
17 and the amendments made by this Act.

18 (2) CONTENT.—The guidelines developed and
19 reviewed under paragraph (1) shall, consistent with
20 the need to protect information systems from
21 eybersecurity threats and mitigate cybersecurity
22 threats—

23 (A) limit the impact on privacy and civil
24 liberties of activities by the Federal Government
25 under this Act, including guidelines to ensure

HVHLC\032215\032215.035.xm!  (592121124)
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1 that personal information of, or information
2 identifying, specific persons is properly removed
3 from information received, retained, used, or
4 disseminated by a Federal entity in accordance
5 with this Act or the amendments made by this
6 Act;

7 (B) limit the receipt, retention, use, and
8 dissemination of cyber threat indicators con-
9 taining personal information of, or information
10 identifying, specific persons, including by estab-
11 lishing—

12 (i) a process for the timely destruction
13 of such information that is known not to
14 be directly related to a wuse for a
15 cybersecurity purpose;

16 (i) specific limitations on the length
17 of any period in which a cyber threat indi-
18 cator may be retained; and

19 (ili) a process to inform recipients
20 that such indicators may only be used for
21 a cybersecurity purpose;
22 (C) include requirements to safeguard
23 cyber threat indicators containing personal in-
24 formation of, or identifying, specific persons
25 from unauthorized acecess or acquisition, includ-
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ing appropriate sanctions for activities by offi-
cers, employees, or agents of the Federal Gov-
ernment in contravention of such guidelines;

(D) include procedures for notifying non-
Federal entities and Federal entities if informa-
tion received pursuant to this section is known
or determined by a Federal entity receiving
such information not to constitute a ecyber
threat indicator;

(E) be consistent with any other applicable
provisions of law and the fair information prac-
tice principles set forth in appendix A of the
document entitled ‘“National Strategy for
Trusted Identities in Cyberspace” and pub-
lished by the President in April, 2011; and

(F) include steps that may be needed so
that dissemination of cyber threat indicators is
consistent with the protection of classified infor-
mation and other sensitive national security in-

formation.

(¢) NATIONAL CYBER THREAT INTELLIGENCE INTE-

GRATION CENTER.—

(1) ESTABLISHMENT.—Title I of the National

Security Act of 1947 (50 U.S.C. 3021 et seq.), as

(592121124)
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1 amended by section 2 of this Aect, is further amend-

2 ed—

3 (A) by redesignating section 119B as sec-

4 tion 119C; and

5 (B) by inserting after section 119A the fol-

6 lowing new section:

7 “SEC. 119B. CYBER THREAT INTELLIGENCE INTEGRATION

8 CENTER.

9 “(a) ESTABLISHMENT.—There is within the Office of
10 the Director of National Intelligence a Cyber Threat Intel-
11 ligence Integration Center.

12 “(b) DIRECTOR.—There is a Director of the Cyber
13 Threat Intelligence Integration Center, who shall be the
14 head of the Cyber Threat Intelligence Integration Center,
15 and who shall be appointed by the Director of National
16 Intelligence.
17 “(e¢) PRIMARY MISSIONS.—The Cyber Threat Intel-
18 ligence Integration Center shall—
19 “(1) serve as the primary organization within
20 the Federal Government for analyzing and inte-
21 grating all intelligence possessed or acquired by the
22 United States pertaining to cyber threats;
23 “(2) ensure that appropriate departments and
24 agencies have full access to and receive all-source in-
25 telligence support needed to execute the cyber threat
fAVHLC\032215\032215.035.xml  (592121124)
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intelligence activities of such agencies and to per-
form independent, alternative analyses;

“(3) disseminate cyber threat analysis to the
President, the appropriate departments and agencies
of the Federal Government, and the appropriate
committees of Congress;

“(4) coordinate cyber threat intelligence activi-
ties of the departments and agencies of the Federal
Government; and

“(5) conduet strategic cyber threat intelligence
planning for the Federal Government.

“(d) LiMITATIONS.—The Cyber Threat Intelligence

13 Integration Center shall—

14 “(1) have not more than 50 permanent posi-
15 tions;
16 “(2) in carrying out the primary missions of the
17 Center described in subsection (¢), may not augment
18 staffing through detailees, assignees, or core con-
19 tractor personnel or enter into any personal services
20 contracts to exceed the limitation under paragraph
21 (1); and
22 “(3) be located in a building owned or operated
23 by an element of the intelligence community as of
24 the date of the enactment of this section.”.
fAVHLC\032215\032215.035.xm| (692121124)
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(4) TABLE OF CONTENTS AMENDMENTS.—The
table of contents in the first section of the National
Security Act of 1947, as amended by section 2 of
this Act, is further amended by striking the item re-
lating to section 119B and inserting the following

new items:

119B. Cyber Threat Intelligence Integration Center.
119C. National intelligence centers.”.

(d) INFORMATION SHARED WITH OR PROVIDED TO

8 THE FEDERAL GOVERNMENT.—

9 (1) NO WAIVER OF PRIVILEGE OR PROTEC-
10 TION.—The provision of a cyber threat indicator or
11 defensive measure to the Federal Government under
12 this Act shall not constitute a waiver of any applica-
13 ble privilege or protection provided by law, including
14 trade secret protection.

15 (2) PROPRIETARY INFORMATION.—Consistent
16 with section 3(¢)(2), a cyber threat indicator or de-
17 fensive measure provided by a non-Federal entity to
18 the Federal Government under this Act shall be con-
19 sidered the commercial, financial, and proprietary
20 information of the non-Federal entity that is the
21 originator of such cyber threat indicator or defensive
22 measure when so designated by such non-Federal
23 entity or a non-Federal entity acting in accordance
24 with the written authorization of the non-Federal
{AVHLC\032215\032215.035.xml  (592121124)
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1 entity that is the originator of such cyber threat in-
2 dicator or defensive measure.

3 (3) EXEMPTION FROM DISCLOSURE.—A cyber
4 threat indicator or defensive measure provided to the
5 Federal Government under this Act shall be—

6 (A) deemed voluntarily shared information
7 and exempt from disclosure under section 552

8 of title 5, United States Code, and any State,
9 tribal, or local law requiring disclosure of infor-
10 mation or records; and

11 (B) withheld, without discretion, from the
12 public under section 552(b)(3)(B) of title 5,
13 United States Code, and any State, tribal, or
14 local provision of law requiring disclosure of in-
15 formation or records, except as otherwise re-
16 quired by applicable Federal, State, tribal, or
17 local law requiring disclosure in any criminal
18 prosecution.

19 (4) EX PARTE COMMUNICATIONS.—The provi-
20 sion of a cyber threat indicator or defensive measure
21 to the Federal Government under this Act shall not
22 be subject to a rule of any Federal department or
23 agency or any judicial doctrine regarding ex parte
24 communications with a decision-making official.
25 (5) DISCLOSURE, RETENTION, AND USE.—

1AVHLC\032215\032215.035.xml  (592121124)
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(A) AUTHORIZED ACTIVITIES.—A cyber
threat indicator or defensive measure provided
to the Federal Government under this Act may
be disclosed to, retained by, and used by, con-
sistent with otherwise applicable provisions of
Federal law, any department, agency, compo-
nent, officer, employee, or agent of the Federal
Government solely for—

(i) a cybersecurity purpose;

(ii)) the purpose of responding to,
prosecuting, or otherwise preventing or
mitigating a threat of death or serious
bodily harm or an offense arising out of
such a threat;

(iii) the purpose of responding to, or
otherwise preventing or mitigating, a seri-
ous threat to a minor, including sexual ex-
ploitation and threats to physical safety; or

(iv) the purpose of preventing, inves-
tigating, disrupting, or prosecuting any of
the offenses listed in sections 1028, 1029,
1030, and 3559(c)(2)(F) and chapters 37
and 90 of title 18, United States Code.

(B) PROHIBITED ACTIVITIES.—A cyber

threat indicator or defensive measure provided

(592121124)
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1 to the Federal Government under this Act shall
2 not be disclosed to, retained by, or used by any
3 Federal department or agency for any use not
4 permitted under subparagraph (A).

5 (C) PRIVACY AND CIVIL LIBERTIES.—A
6 cyber threat indicator or defensive measure pro-
7 vided to the Federal Government under this Act
8 shall be retained, used, and disseminated by the
9 Federal Government in accordance with—
10 (1) the policies and procedures relating
11 to the receipt of cyber threat indicators
12 and defensive measures by the Federal
13 Government required by subsection (b) of
14 section 111 of the National Security Act of
15 1947, as added by subsection (a) of this
16 section; and
17 (ii) the privacy and civil liberties
18 guidelines required by subsection (b).

19 SEC. 5. FEDERAL GOVERNMENT LIABILITY FOR VIOLA-

20 TIONS OF PRIVACY OR CIVIL LIBERTIES.
21 (a) IN GENERAL.—If a department or agency of the

22 Federal Government intentionally or willfully violates the
23 privacy and civil liberties guidelines issued by the Attorney

24 General under section 4(b), the United States shall be lia-

f\VHLC\032215\032215.035.xml (592121124)
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1 ble to a person injured by such violation in an amount

2 equal to the sum of—

(1) the actual damages sustained by the person
as a result of the violation or $1,000, whichever is
greater; and

(2) the costs of the action together with reason-
able attorney fees as determined by the court.

(h) VENUE.—An action to enforce liability created

under this section may be brought in the district court

10 of the United States in—

(1) the district in which the complainant re-
sides;

(2) the district in which the principal place of
business of the complainant is located;

(3) the district in which the department or
agency of the Federal Government that violated such
privacy and civil liberties guidelines is located; or

(4) the District of Columbia.

(¢) STATUTE OF LIMITATIONS.—No action shall lie

20 under this subsection unless such action is commenced not

21 later than two years after the date of the violation of the

22 privacy and civil liberties guidelines issued by the Attorney

23 QGeneral under section 4(b) that is the basis for the action.

(d) EXcLusivE CAUSE OF ACTION.—A cause of ac-

25 tion under this subsection shall be the exclusive means
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available to a complainant seeking a remedy for a violation
by a department or agency of the Federal Government
under this Act.

SEC. 6. PROTECTION FROM LIABILITY.

(a) MONITORING OF INFORMATION SYSTEMS.—No
cause of action shall lie or be maintained in any court
against any private entity, and such action shall be
promptly dismissed, for the monitoring of an information
system and information under section 3(a) that is con-
ducted in good faith in accordance with this Act and the
amendments made by this Act.

(b) SHARING OR RECEIPT OF CYBER THREAT INDI-
CATORS.—No cause of action shall lie or be maintained
in any court against any non-Federal entity, and such ac-
tion shall be promptly dismissed, for the sharing or receipt
of a cyber threat indicator or defensive measure under sec-
tion 3(c), or a good faith failure to act based on such shar-
ing or receipt, if such sharing or receipt is conducted in
good faith in accordance with this Aet and the amend-
ments made by this Act.

(¢) WILLFUL MISCONDUCT.—

(1) RULE OF CONSTRUCTION.—Nothing in this
section shall be construed—
(A) to require dismissal of a cause of ac-

tion against a non-Federal entity (including a

£AVHLC\032215\032215.035.xm| (692121124)
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private entity) that has engaged in willful mis-

conduct in the course of conducting activities
authorized by this Act or the amendments made
by this Act; or

(B) to undermine or limit the availability
of otherwise applicable common law or statu-
tory defenses.

(2) PROOF OF WILLFUL MISCONDUCT.—In any

action claiming that subsection (a) or (b) does not
apply due to willful misconduct described in para-
graph (1), the plaintiff shall have the burden of
proving by clear and convincing evidence the willful
miseonduct by each non-Federal entity subject to
such claim and that such willful miseonduct proxi-

mately caused injury to the plaintiff.

(3) WILLFUL MISCONDUCT DEFINED.—In this

subsection, the term “willful misconduct” means an

act or omission that is taken—

(A) intentionally to achieve a wrongful
purpose;

(B) knowingly without legal or factual jus-
tification; and

(C) in disregard of a known or obvious risk
that is so great as to make it highly probable
that the harm will outweigh the benefit.

(592121124)
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1 SEC. 7. OVERSIGHT OF GOVERNMENT ACTIVITIES.

2 (a) BIENNIAL REPORT ON IMPLEMENTATION.—

3 (1) IN GENERAL.—Section 111 of the National
4 Security Act of 1947, as amended by section 4(a) of

5 this Act, is further amended—

6 (A) by redesignating subsection (c) (as re-
7 designated by such section 4(a)) as subsection

8 (d); and

9 (B) by inserting after subsection (b) (as
10 inserted by such section 4(a)) the following new
11 subsection:

12 “(¢) BIENNIAL REPORT ON IMPLEMENTATION.—

13 “(1) IN GENERAL.—Not less frequently than
14 once every two years, the Director of National Intel-
15 ligence, in consultation with the heads of the other
16 appropriate Federal entities, shall submit to Con-
17 gress a report concerning the implementation of this
18 section and the Protecting Cyber Networks Act.

19 “(2) ConTENTS.—Each report submitted under
20 paragraph (1) shall include the following:
21 “(A) An assessment of the sufficiency of
22 the policies, procedures, and guidelines required
23 by this section and section 4 of the Protecting
24 Cyber Networks Act in ensuring that cyber
25 threat indicators are shared effectively and re-
26 sponsibly within the Federal Government.
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“(B) An assessment of whether the proce-

dures developed under section 3 of such Act
comply with the goals described in subpara-
graphs (A), (B), and (C) of subsection (a)(1).

“(C) An assessment of whether cyber
threat indicators have been properly classified
and an accounting of the number of security
clearances authorized by the Federal Govern-
ment for the purposes of this section and such
Act.

“(D) A review of the type of cyber threat
indicators shared with the Federal Government
under this section and such Act, including the
following:

“(i) The degree to which such infor-
mation may impact the privacy and civil
liberties of specific persons.

“(i1) A quantitative and qualitative as-
sessment of the impact of the sharing of
such cyber threat indicators with the Fed-
eral Government on privacy and eivil lib-
erties of specific persons.

“(iii) The adequacy of any steps taken
by the Federal Government to reduce such

impact.

(692121124)
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“(E) A review of actions taken by the Fed-

eral Government based on cyber threat indica-
tors shared with the Federal Government under
this section or such Aet, including the appro-
priateness of any subsequent use or dissemina-
tion of such eyber threat indicators by a Fed-
eral entity under this section or section 4 of
such Act.

“(F) A description of any significant viola-
tions of the requirements of this section or such
Act by the Federal Government.

“(G) A summary of the number and type
of non-Federal entities that received classified
cyber threat indicators from the Federal Gov-
ernment under this section or such Act and an
evaluation of the risks and benefits of sharing
such eyber threat indicators.

“(3) RECOMMENDATIONS.—Each report sub-

mitted under paragraph (1) may include such reec-
ommendations as the heads of the appropriate Fed-
eral entities may have for improvements or modifica-
tions to the authorities and processes under this sec-

tion or such Act.

(592121124)
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1 ‘“(4) FORM OF REPORT.—Each report required
2 by paragraph (1) shall be submitted in unclassified
3 form, but may include a classified annex.”.
4 (2) INITIAL REPORT.—The first report required
5 under subsection (¢) of section 111 of the National
6 Security Act of 1947, as inserted by paragraph (1)
7 of this subsection, shall be submitted not later than
8 one year after the date of the enactment of this Act.
9 (b) REPORTS ON PRIVACY AND CIVIL LIBERTIES.—
10 (1) BIENNIAI, REPORT FROM PRIVACY AND
11 CIVIL LIBERTIES OVERSIGHT BOARD.—
12 (A) IN GENERAL.—Section 1061(e) of the
13 Intelligence Reform and Terrorism Prevention
14 Act of 2004 (42 U.S.C. 2000ee(e)) is amended
15 by adding at the end the following new para-
16 graph:
17 “(3) BIENNIAL REPORT ON CERTAIN CYBER AC-
18 TIVITIES.—The Privacy and Civil Liberties Over-
19 sight Board shall biennially submit to Congress and
20 the President a report containing—
21 “(A) an assessment of the privacy and civil
22 liberties impact of the activities carried out
23 under the Protecting Cyber Networks Act and
24 the amendments made by such Act; and
fAVHLC\032215\032215.035.xmi (592121124)
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“(B) an assessment of the sufficiency of
the policies, procedures, and guidelines estab-
lished pursuant to section 4 of the Protecting
Cyber Networks Act and the amendments made
by such section 4 in addressing privacy and civil
liberties concerns.”.

(B) INITIAL REPORT.—The first report re-
quired under paragraph (3) of section 1061(e)
of the Intelligence Reform and Terrorism Pre-
vention Act of 2004 (42 U.S.C. 2000ee(e)), as
added by subparagraph (A) of this paragraph,
shall be submitted not later than 2 years after
the date of the enactment of this Act.

(2) BIENNIAL REPORT OF INSPECTORS GEN-

ERAL.—

(A) IN GENERAL.—Not later than 2 years
after the date of the enactment of this Act and
not less frequently than once every 2 years
thereafter, the Inspector General of the Depart-
ment of Homeland Security, the Inspector Gen-
eral of the Intelligence Community, the Inspec-
tor General of the Department of Justice, and
the Inspector General of the Department of De-
fense, in consultation with the Council of In-

spectors General on Financial Oversight, shall

(592121124)
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jointly submit to Congress a report on the re-
ceipt, use, and dissemination of cyber threat in-
dicators and defensive measures that have been
shared with Federal entities under this Act and

the amendments made by this Act.

(B) ConNTENTS.—Each report submitted

under subparagraph (A) shall include the fol-

lowing:

(i) A review of the types of cyber
threat indicators shared with Federal enti-
ties.

(ii) A review of the actions taken by
Federal entities as a result of the receipt
of such eyber threat indicators.

(iii) A list of Federal entities receiving
such eyber threat indicators.

(iv) A review of the sharing of such
cyber threat indicators among Federal en-
tities to identify inappropriate barriers to

sharing information.

(3) RECOMMENDATIONS.—Each report sub-
mitted under this subsection may include such rec-
ommendations as the Privacy and Civil Liberties
Oversight Board, with respect to a report submitted

under paragraph (1), or the Inspectors General re-

(692121124)
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ferred to in paragraph (2)(A), with respect to a re-
port submitted under paragraph (2), may have for
improvements or modifications to the authorities
under this Act or the amendments made by this Act.
(4) ForM.—Each report required under this
subsection shall be submitted in unclassified form,
but may include a classified annex.
SEC. 8. REPORT ON CYBERSECURITY THREATS.

(a) REPORT REQUIRED.—Not later than 180 days
after the date of the enactment of this Act, the Director
of National Intelligence, in consultation with the heads of
other appropriate elements of the intelligence community,
shall submit to the Select Committee on Intelligence of
the Senate and the Permanent Select Committee on Intel-
ligence of the House of Representatives a report on
cybersecurity threats, including cyber attacks, theft, and
data breaches.

(b) CONTENTS.—The report required by subsection
(a) shall include the following:

(1) An assessment of—

(A) the current intelligence sharing and co-
operation relationships of the United States
with other countries regarding cybersecurity
threats (including cyber attacks, theft, and data
breaches) directed against the United States

fAVHLC\032215\032215.035.xml (592121124)
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| that threaten the United States national secu-

2 rity interests, economy, and intellectual prop-

3 erty; and

4 (B) the relative utility of such relation-

5 ships, which elements of the intelligence com-

6 munity participate in such relationships, and

7 whether and how such relationships could be

8 improved.

9 (2) A list and an assessment of the countries
10 and non-state actors that are the primary threats of
11 carrying out a cybersecurity threat (including a
12 eyber attack, theft, or data breach) against the
13 United States and that threaten the United States
14 national security, economy, and intellectual property.
15 (3) A description of the extent to which the ca-
16 pabilities of the United States Government to re-
17 spond to or prevent cybersecurity threats (including
18 cyber attacks, theft, or data breaches) directed
19 against the United States private sector are de-
20 graded by a delay in the prompt notification by pri-
21 vate entities of such threats or cyber attacks, theft,
22 and breaches.

23 (4) An assessment of additional technologies or

24 capabilities that would enhance the ability of the

25 United States to prevent and to respond to
fAVHLC\032215\032215.035.xml  (592121124)
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[e—

cybersecurity threats (including eyber attacks, theft,
and data breaches).

(56) An assessment of any technologies or prac-
tices utilized by the private sector that could be rap-
idly fielded to assist the intelligence community in
preventing and responding to cybersecurity threats.
(¢) FOrRM OF REPORT.—The report required by sub-

section (a) shall be submitted in unclassified form, but

O 00 3 O W KA WM

may include a classified annex.

p—
(e}

(d) INTELLIGENCE COMMUNITY DEFINED.—In this

[S==Y
[em—y

section, the term “‘intelligence community”’ has the mean-

—
[\®}

ing given that term in section 3 of the National Security

Act of 1947 (50 U.S.C. 3003).

_—
SHW

SEC. 9. CONSTRUCTION AND PREEMPTION.

p—
(9}

(a) PROHIBITION OF SURVEILLANCE.—Nothing in

[a—
(@)

this Act or the amendments made by this Act shall be

—
~J

construed to authorize the Department of Defense or the

—
o0

National Security Agency or any other element of the in-

[a—y
O

telligence community to target a person for surveillance.

N
o

(b) OTHERWISE LAWFUL DISCLOSURES.—Nothing in

N
—t

this Act or the amendments made by this Act shall be

N
[\

construed to limit or prohibit—

N
W

(1) otherwise lawful disclosures of communica-

[\
S

tions, records, or other information, including re-

N
W

porting of known or suspected criminal activity, by
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a non-Federal entity to any other non-Federal entity
or the Federal Government; or

(2) any otherwise lawful use of such disclosures
by any entity of the Federal government, without re-
gard to whether such otherwise lawful disclosures
duplicate or replicate disclosures made under this

Act.

(¢) WHISTLE BLOWER PROTECTIONS.—Nothing in
this Act or the amendments made by this Act shall be
construed to prohibit or limit the disclosure of information
protected under section 2302(b)(8) of title 5, United
States Code (governing disclosures of illegality, waste,
fraud, abuse, or public health or safety threats), section
7211 of title 5, United States Code (governing disclosures
to Congress), section 1034 of title 10, United States Code
(governing disclosure to Congress by members of the mili-
tary), or any similar provision of Federal or State law..

(d) PROTECTION OF SOURCES AND METHODS.—
Nothing in this Act or the amendments made by this Act
shall be construed—

(1) as creating any immunity against, or other-
wise affecting, any action brought by the Federal

Government, or any department or agency thereof,

to enforce any law, executive order, or procedure

fAVHLC\032215\032215.035.xml (592121124)
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1 governing the appropriate handling, disclosure, or

2 use of classified information;

3 (2) to affect the conduct of authorized law en-

4 forcement or intelligence activities; or

5 (3) to modify the authority of a department or

6 agency of the Federal Government to protect classi-

7 fied information, intelligence sources and methods,

8 and the national security of the United States.

9 (¢) RELATIONSHIP TO OTHER LAWS.—Nothing in
10 this Act or the amendments made by this Act shall be
11 construed to affect any requirement under any other pro-
12 vision of law for a non-Federal entity to provide informa-
13 tion to the Federal Government.

14 (f) INFORMATION SHARING RELATIONSHIPS.—Noth-
15 ing in this Act or the amendments made by this Act shall
16 be construed
17 (1) to limit or modify an existing information-
18 sharing relationship;
19 (2) to prohibit a new information-sharing rela-
20 tionship; or
21 (3) to require a new information-sharing rela-
22 tionship between any non-Federal entity and the
23 Federal Government.

£AVHLC\032215\032215.035.xml (592121124)
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(g) PRESERVATION OF CONTRACTUAL OBLIGATIONS

2 AND RIGHTS.—Nothing in this Act or the amendments

3 made by this Act shall be construed—

4

O OO0 N N W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

(1) to amend, repeal, or supersede any current
or future contractual agreement, terms of service
agreement, or other contractual relationship between
any non-Federal entities, or between any non-Fed-
eral entity and a Federal entity; or

(2) to abrogate trade secret or intellectual prop-
erty rights of any non-Federal entity or Federal en-
tity.

(h) ANTI-TASKING RESTRICTION.—Nothing in this

Act or the amendments made by this Act shall be con-

strued to permit the Federal Government—

(1) to require a non-Federal entity to provide
information to the Federal Government;

(2) to condition the sharing of a cyber threat
indicator with a non-Federal entity on such non-
Federal entity’s provision of a cyber threat indicator
to the Federal Government; or

(3) to condition the award of any Federal
grant, contract, or purchase on the provision of a
eyber threat indicator to a Federal entity.

(i) NO LIABILITY FOR NON-PARTICIPATION.—Noth-

25 ing in this Act or the amendments made by this Act shall

fAVHLC\032216\032215.035.xm! (592121124)
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be construed to subject any non-Federal entity to liability
for choosing not to engage in a voluntary activiy author-
ized in this Act and the amendments made by this Act.

(j) USE AND RETENTION OF INFORMATION.—Noth-
ing in this Act or the amendments made by this Act shall
be construed to authorize, or to modify any existing au-
thority of, a department or agency of the Federal Govern-
ment to retain or use any information shared under this
Act or the amendments made by this Act for any use other
than permitted in this Act or the amendments made by
this Act.

(k) FEDERAL PREEMPTION.—

(1) IN GENERAL.—This Act and the amend-
ments made by this Act supersede any statute or
other provision of law of a State or political subdivi-
sion of a State that restricts or otherwise expressly
regulates an activity authorized under this Act or
the amendments made by this Act.

(2) STATE LAW ENFORCEMENT.—Nothing in
this Act or the amendments made by this Act shall
be construed to supersede any statute or other provi-
sion of law of a State or political subdivision of a
State concerning the use of authorized law enforce-

ment practices and procedures.

fAVHLC\032215\032215.035.xm| (592121124)
March 22, 2015 (7:24 p.m.)



F\PKBINT\114CYBER\CYBER_001.XML

1

42

() REGULATORY AUTHORITY.—Nothing in this Act

2 or the amendments made by this Act shall be construed—

3
4
5
6
7
8
9

10
11
12

(1) to authorize the promulgation of any regu-
lations not specifically authorized by this Act or the
amendments made by this Act;

(2) to establish any regulatory authority not
specifically established under this Act or the amend-
ments made by this Act; or

(3) to authorize regulatory actions that would
duplicate or conflict with regulatory requirements,
mandatory standards, or related processes under an-

other provision of Federal law.

13 SEC. 10. CONFORMING AMENDMENTS.

14

Section 552(b) of title 5, United States Code, is

15 amended—

16 (1) in paragraph (8), by striking “or” at the
17 end;
18 (2) in paragraph (9), by striking “wells.” and
19 inserting “wells; or”’; and
20 (3) by inserting after paragraph (9) the fol-
21 lowing:
22 “(10) information shared with or provided to
23 the Federal Government pursuant to the Protecting
24 Cyber Networks Act or the amendments made by
25 such Act.”.
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1 SEC. 11. DEFINITIONS.
2 In this Act:
3 (1) AGENCY.—The term ‘‘agency’”’ has the
4 meaning given the term in section 3502 of title 44,
5 United States Code.
6 (2) APPROPRIATE FEDERAL ENTITIES.—The
7 term “‘appropriate Federal entities” means the fol-
8 lowing:
9 (A) The Department of Commerce.
10 (B) The Department of Defense.
11 (C) The Department of Energy.
12 (D) The Department of Homeland Secu-
13 rity.
14 (E) The Department of Justice.
15 (F") The Department of the Treasury.
16 (G) The Office of the Director of National
17 Intelligence.
18 (3) CYBERSECURITY PURPOSE.—The term
19 “cybersecurity purpose” means the purpose of pro-
20 tecting an information system or information that is
21 stored on, processed by, or transiting an information
22 system from a cybersecurity threat or security vul-
23 nerability or identifying the source of a cybersecurity
24 threat or using a defensive measure.
25 (4) CYBERSECURITY THREAT.—
FAVHLC\0322156\032215.035.xml  (592121(24)
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(A) IN GENERAL.—Except as provided in
subparagraph (B), the term “cybersecurity
threat” means an action, not protected by the
first amendment to the Constitution of the
United States, on or through an information
system that may result in an unauthorized ef-
fort to adversely impact the security, confiden-
tiality, integrity, or availability of an informa-
tion system or information that is stored onm,
processed by, or transiting an information sys-
tem.

(B) ExcLUSION.—The term ‘“‘cybersecurity
threat’” does not include any action that solely
involves a violation of a consumer term of serv-
ice or a consumer licensing agreement.

(5) CYBER THREAT INDICATOR.—The term

“cyber threat indicator” means information or a

physical object that is necessary to describe or iden-

tify—

(A) malicious reconnaissance, including
anomalous patterns of communications that ap-
pear to be transmitted for the purpose of gath-
ering technical information related to a

cybersecurity threat or security vulnerability;

(5692121124)
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(B) é method of defeating a security con-
trol or exploitation of a security vulnerability;

(C) a security wulnerability, including
anomalous activity that appears to indicate the
existence of a security vulnerability;

(D) a method of causing a user with legiti-
mate access to an information system or infor-
mation that is stored on, processed by, or
transiting an information system to unwittingly
enable the defeat of a security control or exploi-
tation of a security vulnerability;

(E) malicious eyber command and control;

(I") the actual or potential harm caused by
an incident, including a description of the infor-
mation exfiltrated as a result of a particular
cybersecurity threat; or

(G) any other attribute of a ’eyberseeurity
threat, if disclosure of such attribute is not oth-
erwise prohibited by law.

(6) DEFENSIVE MEASURE.—The term ‘‘defen-

sive measure” means an action, device, procedure,
technique, or other measure executed on an informa-
tion system or information that is stored on, proc-

essed by, or transiting an information system that

(592121124)
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1 prevents or mitigates a known or suspected

2 cybersecurity threat or security vulnerability.

3 (7) FEDERAL ENTITY.—The term ‘“Federal en-

4 tity”” means a department or agency of the United

5 States or any component of such department or

6 agency.

7 (8) INFORMATION SYSTEM.—The term “infor-

8 mation system’’—

9 (A) has the meaning given the term in sec-
10 tion 3502 of title 44, United States Code; and
11 (B) includes industrial control systems,
12 such as supervisory control and data acquisition
13 systems, distributed control systems, and pro-
14 grammable logic controllers.

15 (9) LocAL GOVERNMENT.—The term “local
16 government” means any borough, city, county, par-
17 ish, town, township, village, or other political sub-
18 division of a State.

19 (10) MALICIOUS CYBER COMMAND AND CON-
20 TROL.—The term “malicious cyber command and
21 control’” means a method for unauthorized remote
22 identification of, access to, or use of, an information
23 system or information that is stored on, processed
24 by, or transiting an information system.
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(11) MALICIOUS RECONNAISSANCE.—The term

“malicious reconnaissance’”’ means a method for ac-
tively probing or passively monitoring an information
system for the purpose of discerning security
vulnerabilities of the information system, if such
method is associated with a known or suspected

cybersecurity threat.

(12) MONITOR.—The term “monitor”’ means to

acquire, identify, scan, or otherwise possess informa-
tion that is stored on, processed by, or transiting an

information system.

(13) NON-FEDERAL ENTITY.—

(A) IN GENERAL.—Except as otherwise
provided in this paragraph, the term ‘“non-Fed-
eral entity” means any private entity, non-Fed-
eral government department or agency, or
State, tribal, or local government (including a
political subdivision, department, officer, em-
ployee, or agent thereof).

(B) INcLUSIONS.—The term ‘“‘non-Federal
entity” includes a government department or
agency (including an officer, employee, or agent
thereof) of the District of Columbia, the Com-
monwealth of Puerto Rico, the Virgin Islands,

Guam, American Samoa, the Northern Mariana

(592121124)



F:\PKBAINT\114CYBER\CYBER_001.XML

O 00 3 O W B W DD =

I S T S T S T O T N T S S S o T
N A W N = © WOV 00 N O i A~ WD = O

fA\VHLC\032215\032215.035.xml
March 22, 2015 (7:24 p.m.)

48

Islands, and any other territory or possession of
the United States.

(C) ExcLusioN.—The term “non-Federal
entity’”’ does not include a foreign power as de-
fined in section 101 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801).

(14) PRIVATE ENTITY.—

(A) IN GENERAL.—Execept as otherwise
provided in this paragraph, the term ‘“‘private
entity” means any person or private group, or-
ganization, proprietorship, partnership, trust,
cooperative, corporation, or other commercial or
nonprofit entity, including an officer, employee,
or agent thereof.

(B) INCLUSION.—The term ‘“‘private enti-
ty” includes a component of a State, tribal, or
local government performing electric utility
services.

(C) ExcLUSION.—The term “private enti-
ty” does not include a foreign power as defined
in section 101 of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1801).

(15) REAL TIME; REAL-TIME.—The terms “real

time” and ‘“‘real-time” mean a process by which an

automated, machine-to-machine system processes

(592121124)
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1 cyber threat indicators such that the time in which
2 the occurrence of an event and the reporting or re-
3 cording of it are as simultaneous as technologically
4 practicable.

5 (16) SECURITY CONTROL.—The term “security
6 control” means the management, operational, and
7 technical controls used to protect against an unau-
8 thorized effort to adversely impact the security, con-
9 fidentiality, integrity, and availability of an informa-
10 tion system or its information.
11 (17) SECURITY VULNERABILITY.—The term
12 “security vulnerability” means any attribute of hard-
13 ware, software, process, or procedure that could en-
14 able or facilitate the defeat of a security control.
15 (18) TRIBAL.—The term ‘‘tribal” has the
16 meaning given the term “Indian tribe” in section 4
17 of the Indian Self-Determination and Education As-
18 sistance Act (25 U.S.C. 450Db).
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UNCLASSIFIED

THE CHAIRMAN: The chair has the first amendment at the
desk for himself and Ranking Member Schiff. Without
objection, the amendment will be considered as read.

[The amendment by the chairman and Mr. Schiff follows:]

% %k %k %k % %k %k %k INSERT 1_1 % %k %k %k Xk %k k %
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AMENDMENT TO H.R. 1560

OFFERED BYM .

Page 2, beginning on line 17, strike “and the Na-
tional Laboratories (as defined in section 2 of the Energy

Policy Act of 2005 (42 U.S.C. 15801))”.
Page 4, line 21, strike “and”.
Page 5, line 16, strike the period and insert *; and”.

Page 5, after line 16, insert the following:

1 “(F) include procedures to promote the ef-
2 ficient granting of security clearances to appro-
3 priate representatives of non-Federal entities.

Page 7, beginning on line 17, strike ‘“applied and
limited to” and insert ‘“operated on and the effects of

which are limited to”.

Page 8, beginning on line 6, strike ““is designed or
deployed to” and all that follows through ‘“initiate” and
insert ‘‘destroys, renders unusable or inaccessible (in

whole or in part), substantially harms, or initiates’’.
Page 8, beginning on line 11, strike “belonging to”

and insert “owned by”’.
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Page 10, after line 17, insert the following new sub-

paragraphs:

1 (D) limit otherwise lawful activity;

(E) prohibit a non-Federal entity, if au-
thorized by applicable law or regulation other
than this Act, from sharing a cyber threat indi-
cator or defensive measure with the Depart-
ment of Defense or any component of the De-

partment, including the National Security

00 N N U bW

Agency; or
Page 10, line 19, strike *; or’” and insert a period.
Page 10, strike line 20.

Page 11, line 12, strike “knows’ and insert ‘“‘reason-

ably believes”.

Page 11, line 20, strike “knows” and insert ‘“‘reason-

ably believes”.

Page 12, strike line 25 and all that follows through
page 13, line 15, and insert the following:

9 (A) LAw ENFORCEMENT USE.—A State,

10 tribal, or local government may use a cyber

11 threat indicator shared with such State, tribal,

12 or local government for the purposes described
f:\VHLC\032515\032515.255.xm! (59619115)
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1 in clauses (i), (ii)), and (iii) of section

2 4(d)(5)(A).

Page 18, line 12, strike ‘“timely” and insert

“prompt”’.
Page 19, after line 20, insert the following new
paragraph:

(3) SuBMISSION.—The Attorney General shall
submit to Congress—

(A) not later than 90 days after the date

required under paragraph (1); and

3
4
5
6 of the enactment of this Act, interim guidelines
7
8 (B) not later than 180 days after such
9

date, final guidelines required under such para-

10 graph.

Page 26, strike lines 6 and 7 and insert the fol-

lowing:
11 (2) reasonable attorney fees as determined by
12 the court and other litigation costs reasonably in-
13 curred in any case under this subsection in which
14 the complainant has substantially prevailed.

Page 31, line 11, strike “Federal Government.” and

insert “Federal Government, including—"".

Page 31, after line 11, insert the following:

fAVHLC\032515032515.255.xml (59619115)
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1 “(i) an assessment of all reports of of-

2 ficers, employees, and agents of the Fed-

3 eral Government misusing information pro-

4 vided to the Federal Government under the

5 Protecting Cyber Networks Acf, or this sec-

6 tion, without regard to whether the misuse

7 was knowing or wilful; and

8 “(ii) an assessment of all disciplinary

9 actions taken against such officers, em-
10 ployees, and agents.

Page 31, after line 17, insert the following:

11 “(H) An assessment of any personal infor-
12 mation of, or information identifying, a specific
13 person not directly related to a ecybersecurity
14 threat that—
15 “(1) was shared by a non-Federal enti-
16 ty with the Federal Government under this
17 Act in contravention of section 3(d)(2); or
18 “(i1) was shared within the Federal
19 Government under this Act in contraven-
20 tion of the guidelines required by section
21 4(b).

Page 32, line 3, strike the quotation mark and the

second period.
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Page 32, after line 3, insert the following:

1 “(5) PUBLIC AVAILABILITY OF REPORTS.—The
2 Director of National Intelligence shall make publicly
3: available the uneclassified portion of each report re-
4 quired by paragraph (1).”.

Page 32, strike lines 17 through 20 and insert the

following:

5 “(3) BIENNIAL REPORT ON CERTAIN CYBER AC-
6 TIVITIES.—

7 “(A) REPORT REQUIRED.—The Privacy
8 and Civil Liberties Oversight Board shall bien-
9 nially submit to Congress and the President a
10 report containing—

Page 32, line 21, redesignate subparagraph (A) as

clause (i) and conform the margin accordingly.

Page 33, line 1, redesignate subparagraph (B) as

clause (ii) and conform the margin accordingly.

Page 33, line 6, strike the quotation mark and the

second period.

Page 33, after line 6, insert the following:

11 “(B) RECOMMENDATIONS.—Each report
12 submitted under this paragraph may include
fAVHLC\032515\032515.255.xml (596191I5)
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such recommendations as the Privacy and Civil
Liberties Oversight Board may have for im-
provements or modifications to the authorities
under the Protecting Cyber Networks Act or
the amendments made by such Act.

“(C) Form.—Each report required under
this paragraph shall be submitted in unclassi-
fied form, but may include a classified annex.

‘(D) PuBLIC AVAILABILITY OF RE-
PORTS.—The Privacy and Civil Liberties Over-
sight Board shall make publicly available the
unclassified portion of each report required by

subparagraph (A)‘.”.

Page 34, line 21, redesignate paragraph (3) as sub-

paragraph (C) and conform the margin accordingly.

Page 34, line 22, strike ‘“‘subsection” and insert

““paragraph”.

Page 34, beginning on line 23, strike ‘“‘Privacy and

Civil Liberties” and all that follows through ‘“‘paragraph

(2),” on page 35, line 2, and insert ‘“‘Inspectors General

referred to in subparagraph (A)”.

Page 35, line 5, redesignate paragraph (4) as sub-

paragraph (D) and conform the margin accordingly.
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Page 35, line 6, strike ‘“subsection” and insert

‘““paragraph”.

Page 35, after line 7, insert the following:

[V

(E) PUBLIC AVAILABILITY OF REPORTS.—
The Inspector General of the Department of
Homeland Security, the Inspector General of
the Intelligence Community, the Inspector Gen-
eral of the Department of Justice, and the In-
spector General of the Department of Defense
shall make publicly available the unclassified

portion of each report required under subpara-

O 00 N O U A W N

graph (A).
Page 37, after line 9, insert the following:

10 (d) PuBLIC AVAILABILITY OF REPORT.—The Direc-
11 tor of National Intelligence shall make publicly available

12 the unclassified portion of each report required by para-

13 graph (1).

Page 43, beginning on line 19, strike ‘“‘protecting”
and insert “protecting (including through the use of a de-

fensive measure)’’.

Page 43, line 24, strike “or using a defensive meas-

ure”’.
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Page 49, line 3, insert “and operationally” after
“technologically”.
fA\VHLC\032515\032515.255.xml (596191I5)

March 25, 2015 (7:42 p.m.)



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

19
UNCLASSIFIED

THE CHAIRMAN: This amendment clarifies the lack of
authorization for companies to share cyber threat information
with the Department of Defense and the NSA. It is not a
prohibition on companies sharing information with DOD and NSA.

Many defense contractors are required either by law,
regulation, or contract to share cyber threat information with
DOD. That sharing goes on today, and it will still be allowed
after this bill becomes law. Defense contractors just will
not receive new liability protection for that sharing.

Finally, I want to note that we developed this amendment
with input and consultation from the Department of Defense.

It has Department of Defense support.

The amendment also reflects some of the early feedback we
have received from the executive branch on the bill and
several noncontroversial technical corrections. Among other
things, the feedback helps clarify that defensive measures
should not be designed to cause harm to third-party networks,
aligns the damages provision of the new cause of action
against the Federal Government with existing statutes, and
clarifies that companies must remove all information they
reasonably believe to be personally identifiable information
before sharing cyber threat indicators with the government.
The amendment also clarifies that State and local law
enforcement may only use cyber threat indicators for the same

purposes as Federal law enforcement.
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Finally, this amendment incorporates several thoughtful
suggestions from several members of the committee. We have
worked with Members of the majority and the minority on many
helpful ideas, and the bill is better for it.

I urge my colleagues to support this amendment.

I now yield to the ranking member for any comments he
would like to make on the manager's amendment.

MR. SCHIFF: Thank you, Mf. Chairman.

I support the amendment and urge my colleagues to do the
same.

‘The amendment makes a number of strong improvements to
the bill based on excellent feedback we have received from
Members, the administration, privacy advocates, industry, and
others on the Hill.

Among other things, the bill would make crystal-clear
that companies must remove all information they reasonably
believe to be personally identifiable information before
sharing cyber threat indicators with the government. This
amendment leaves no room for doubt about the need to remove
that information.

The amendment also clarifies that State and local law
enforcement, just like the Federal Government, can only use
cyber threat indicators in narrow circumstances.

In addition, I am pleased the amendment incorporates Ms.

Speier's transparency-enhancing proposal to require the DNI to
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periodically and publicly report on any personal information
the government may receive from the private sector in
contravention of the bill's requirement to remove that
information before sharing.

It also incorporates a transparency-enhancing proposal
from Mr. Carson to require the government to make public the
unclassified oversight reports required under the bill. Mr.
Carson correctly argued that the required Attorney General
guidelines on privacy and civil liberties should have a strict
timeline, and I am happy to see this timeline included in the
amendment.

I am also pleased to see that, at the urging Mr.
Swalwell, the bill requires the government to act more
efficiently when granting security clearances to individuals
in the private sector. We need to get as much information to
the private sector as possible and to do so quickly if we are
to circle the wagons in time.

Mr. Swalwell also successfully pushed for a requirement
that the government promptly destroy information it receives
that is not reIated to cybersecurity purpose, which is
absolutely the right thing to do.

Finally, while the bill is very clear that it does not
authorize private entities sharing cyber threat indicators
directly with DOD or NSA, this amendment clarifies that the

bill does not change existing laws, regulations, or contracts
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which may require a defense contractor to report to DOD that
they have been hacked. As the chairman pointed out, these
contractors, though, won't receive the liability protection
for sharing under this bill.

So, to sum up, I very much appreciate all the work, Mr.
Chairman, on the bill and all the input from Members on both
sides of the aisle. And I think the manager's amendment makes
excellent improvements, and I urge my colleagues to support
it.

And I yield back.

THE CHAIRMAN: I thank the gentleman.

Do any Members wish to be recognized on the amendment?

Mr. Turner?

MR. TURNER: Thank you, Mr. Chairman.

First of all, I would like to congratulate the chairman
and the ranking member for undertaking what has been described
as an important issue obviously for us not only for security
but also for commerce.

And I greatly appreciate the work of staff in looking at
the manager's amendment. As the chairman is aware -- and I
appreciate the discussions that we have had prior to this
markup -- there are significant concerns from both the
Department of Defense and from the House Armed Services
Committee, not concerning the effect of the bill and its

target, but the fact that the language is written in a manner
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where the Department of Defense is specifically carved out,
making concern that it could be interpreted as a prohibition
and not just a lack of additional authorization.

Your manager's amendment that specifically states that
you are not affecting applicable iaws and regulations is
certainly very important. We appreciate you putting that in.
That should help clarify some of that.

I had come with an amendment that I had worked on in
conjunction with the Armed Services Committee to try to
address some of that. This language, I understand from both
the chairman and the staff, will continue to be worked on
between the chairman of the Armed Services Committee and the
chairman of the Intelligence Committee, and may as this bill
moves forward have some additional amendments.

So I appreciate your dedication to continue to work on
ensuring that both the Department of Defense and the Armed
Services Committee do not have concerns of unintended
consequences as a result of this bill. And I want to again
thank you for your attention to this issue and congratulate
the chairman and ranking member for their work on this
important issue.

THE CHAIRMAN: The gentleman yields back.

And if I may respond, as we have discussed, Mr. Turner
has brought this issue to the committee, and we have been

working closely with the Armed Services Committee and with the
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chairman and with the respective ranking members, and we will
continue to do that. This is just the first step in a
process.

We are also working with the Senate Intelligence
Committee. We are hoping that we can make sure that there are
no problems here that would restrict anyone from, if they were
attacked in any way that would cause harm or not be able to
achieve the goal, which is to protect our networks.

With that, any other Members wish to be heard on this
amendment?

Hearing none, without objection, the previous question is
ordered. The question is on the amendment.

Those in favor will say aye.

Those opposed, no.

In the opinion of the chair, the ayes have it. The
amendment is adopted.

I will now recognize Mr. Swalwell for an amendment.

MR. SWALWELL: Thank you, Mr. Chairman.

I have an amendment at the desk, and I would ask to
dispense with the reading of the amendment.

THE CHAIRMAN: Without objection, the amendment will be
considered as read.

[The amendment of Mr. Swalwell follows:]

% % %k %k %k %k k% INSERT 1_2 * %k % Xk %k X Kk k
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AMENDMENT TO H.R. 1560

OFFERED BY M/ . S o0fuoe

Page 27, line 10, insert “reasonably and” before ‘“‘in
good faith”.
Page 27, line 17, insert “reasonably and” before “in

good faith”.

Page 27, strike line 21 and all that follows through
page 28, line 25.
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THE CHAIRMAN: The gentleman is recognized for 5 minutes.

MR. SWALWELL: Mr. Chairman, I want to also thank you and
our ranking member for collaboratively bringing this forward
on such an important issue. Especially in my district in
Silicon Valley, California, it is a big concern.

My amendment would clarify the intent of our bill, which
is to set up what I believe is a reasonable, good-faith
standard when it comes to the scrubbing that takes place by
industry and by the government.

This act only gives liability protection to companies
which share cyber threat information for a cybersecurity
purpose and only after they take reasonable steps to remove
private information not directly related to a cybersecurity
threat. So if a company acts negligently, it does not, under
my interpretation of this, receive liability protection.

So my amendment would remove the confusing rule of
construction in the liability section of this bill that talks
also about willful misconduct and would make clear what our
bill is already saying, which is companies must act reasonably
and in good faith if they are to enjoy protections under our
act.

And I urge my colleagues to support this amendment.

And I yield back.

THE CHAIRMAN: I appreciate Mr. Swalwell's concern for

clarifying the liability section of the bill. However, the
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text of this section is the product of work with the Judiciary
Committee. The ranking member and I started off with the
language, and we had agreed upon it. Even so, because
liability protections are squarely within the jurisdiction of
the Judiciary Committee, we spent significant time and energy
working with Chairman Goodlatte. After much negotiation, we
reached an acceptable compromise on this language. It
incorporates some of the original provisions the ranking
member supported and some provisions from the Judiciary
Committee's version.

While I encourage Mr. Schiff to continue to seek
clarifications as this bill moves through the legislative
process, I cannot support any changes that would alter the
compromise language we reached with the Judiciary Committee.
I therefore urge Members not to support this amendment.

Do any other Members wish to be recognized on the
amendment?

Mr. Schiff?

MR. SCHIFF: Thank you, Mr. Chairman.

And I thank Mr. Swalwell for offering this amendment.

It is certainly our intent on the Intelligence Committee
that a negligence standard is established in the bill such
that we are requiring the private sector to use reasonable,
good-faith efforts to remove personal information. The

additional language we got from the Judiciary Committee,
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1 frankly, I think, makes the bill a bit murky because we have a
2 definition of "willfulness" kind of floating in the ether with
3 a bill that doesn't use that standard.
4 So it is a bit of a problem of having too many cooks in
5 the kitchen. And I hope as the bill moves forward we can
6 clarify the language to make the intent of a reasonable,
7 good-faith standard abundantly clear, but I understand the
8 jurisdictional complexities the chairman has to work with in
9 satisfying many different quarters.
10 And I look forward to working with the chair and our
11 colleagues on the Judiciary Committee and the Senate and the
12 White House to make sure that our language on "reasonable,
@W“ 13 . good faith" is crystal-clear by the time it gets to the
14 President.
15 And I yield back.
16 THE CHAIRMAN: I thank the gentleman.
17 Do any other Mehbers wish to be recognized on the
18 amendment?
19 MR. SWALWELL: Mr. Chairman?
20 THE CHAIRMAN: Mr. Swalwell.
21 MR. SWALWELL: Mr. Chairman, I appreciate your
22 clarification of the negotiations that took place with
23 Judiciary and our ranking member's concerns, which I think are
24 important.
25 And, at this time, I would ask to withdraw my amendment.
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And I do hope that, as we make progress on this, we can work
together to clarify what the standard is in the bill.

And I yield back.

THE CHAIRMAN: I appreciate the gentleman for withdrawing
his amendment.

Do any other Members have an amendment?

Seeing none, the previous question is ordered. The chair
moves to favorably report H.R. 1560, the Protecting Cyber
Networks Act, to the House as amended.

Those in favor will say aye.

Those opposed will say no.

In the opinion of the chair, the ayes have it. The
motion is adopted, and the bill, H.R. 1560, as amended is
ordered reported favorably to the House.

Without objection, the motion to reconsider is laid upon
the table.

I ask unanimous consent that the staff be authorized to
make any necessary technical, grammatical, and conforming
changes to the bill just reported.

Without objection, it is so ordered.

I ask unanimous consent that the committee be authorized
to use the use of proxy voting in any conference committee
with the Senate on H.R. 1560 or any similar legislation passed
by the Senate.

Without objection, it is so ordered.
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Finally, I note that all Members who wish to do so will
have not less than 2 additional calendar days to file
supplemental, minority, or additional views to accompany the
committee's report to the House on H.R. 1560 pursuant to
clause 2(1) of House rule 11.

[The information follows:]
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THE CHAIRMAN: If there is no further business, without
objection, the meeting is adjourned.

[Whereupon, at 9:42 a.m., the committee was adjourned.]
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