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- I Good afternoon.  This is a transcribed interview of Matt Tait.

Thank you for speaking to us today.

For the record, | am ||| SN I o' the maijority here at the
House Permanent Select Committee on Intelligence. There are a number of
other individuals present, and they will identify themselves during the course of the
proceeding.

Before we begin, | wanted to say a few things for the record.

The questioning will be conducted by members -- well, not members, just
staff, as you can see. During the course of this interview, members may come in,
but staff will questions during their allotted time period.

Some questions may seem basic, but that is because we need to clearly
establish facts and understand the situation. Please do not assume we know any
facts you have previously disclosed as part of any other investigation or review.

During the course of this interview, we will take any breaks that you desire.
And we ask that you give complete and fulsome replies to questions based on
your best recollections. This entire interview will be done at the unclassified level.
If a question is unclear or you are uncertain in your response, please let us know.
And if you do not know the answer to a question or cannot remember, simply say
SO.

You are entitled to have lawyers present for this interview, though you are
not required to do so. | see that you have brought them.

Can you please, counsel, state your names for the record?

MR. BITKOWER: David Bitkower.

MS. ORPETT: Natalie Orpett.
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B honkyou

The interview will be transcribed by a reporter. They are making a record
of these proceedings so we can easily consult the written compilation of your
answers. ‘Because a reporter cannot record gestures, we ask that you answer
verbally to all questions. If you forget to do this, you might be reminded to do so.
You may also be asked to spell certain terms or unusual phrases.

Consistent with the committee's rules of procedure, you and your counsel
will have a reasonable opportunity to inspect the transcript of this interview in order
to determine whether your answers were correctly transcribed. The transcript will
remain in committee's custody.

The committee also reserves the right to request your return for additional
-questions shoulg the need arise.

The process for this interview will be as follows. The minority will be given
45 minutes to ask questiohs; then the majority will be given 45 minutes to ask
questions. Immediately thereafter, we will take a 5-minute break if you wish. If
not, the minority will be given 15 minutes to ask questions, the majority will be 15
minutes to ask questions, and we will go back and forth until the process is
complete.

But the time limits will be adhered to by all sides, with no extensions being
granted. Time will be kept for each portion of the interview, with warnings given
at the 5-minute and 1-minute mark respectively.

To ensure confidentiality, we ask that you do not discuss the interview with
anyone other than your attorneys.

Our record today will reflect that you have not been compelled to appear.

You are reminded that it is unlawful to deliberately provide false information to
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Members of Congress or staff. And, lastly, the record will reflect that this is a
voluntary interview, again.

And we will now place you under oath. Do you understand?

MR. TAIT: Yes.

I Ok<ay. !f you could please raise your right hand, sir.

Do you swear or affirm to tell the truth, the whole truth, and nothing but the
truth?

MR. TAIT: Ido.

B hank you.

Now that the witness has been sworn, over to you all for questioning.

I Oy

B Foty-five minutes.

B e e oo

B O sorry. Onething. Can you just please make sure your
microphone is turned on and the green light is there? Thank you.
- R
Q  On behalf of the ranking member, CQngressman Adam Schiff, and the

other Democratic members of the committee, thank you for agreeing voluntarily to

speak with us today. My name is ||| || | | S 2nc | am joined by my
R ™ ———

This is a bipartisan investigation looking into four key questions: First,
what Russian cyber activity and other active measures were directed against the
United States and its allies? Second, did the Russian active measures include
links between Russia and individuals associated with political campaigns or any

other U.S. persons? Third, what was the U.S. Government's response to these
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Russian active measures, and what do we need to do to protect ourselves and our
allies in the future? And, fourth, what possible leaks of classified information took
place related to the Intelligence Community assessment of these matters?

We became interested in speaking with you following your Lawfare article,
"The Time | Got Recruited to Collude with the Russians," which was published on
Friday, June 30th of 2017, the day after Shane Harris' Wall Street Journal story
ran about Peter Smith.

If you can tell us briefly about how you came to be a cybersecurity expert,
and then we can jump right into the events you are here to discuss.

A Okay.

So, after | left university, | went and worked at GCHQ, which is the U.K.
signals intelligence agency. While | was there, | got to work with U.K. national
security experts on a wide range of different cybersecurity topics.

After | left GCHQ, | then went into the private sector; | worked as a
consultant. As a consultant, | got to work with lots of different U.S. technology,
U.S. financial companies. | got to, you know, work internationally, as well, on
issues surrounding cybersecurity, how to defend networks against criminal
hacking, an intrusion.

After working there for a number of years, | then went and worked at
Google, a team cal|éd Google Project Zero, again, working on security issues with
commercial software. |

Then, after that, | then founded my own company, doing consulting again,
on the basis of my cybersecurity knowledge.

Q And how long were you at GCHQ?

A Three years.
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Q What was that timeframe?

A [ think it was 2009 to 2011, | think.

Q Okay.

As we get started, | would like to mark as exhibit 1 your Lawfare blog article
and place it into the record.

[Tait Exhibit No. 1
was marked for identification.]
- (P

Q  We have copies if folks need it. Looks like they have them.

And we are also in receipt of a number of emails and other documents you
provided to the committee, and we may refer to them during our discussion with
you.

So, as you likely know by now, | am sure, Mr. Smith apparently died by
suicide about 10 days after Shane Harris' story was published. So the events
surrounding Mr. Smith's activities during the election, the timing of his discussion
with Shane Harris a month later, and of course his subsequent death make this
story unusual, in addition to your interesting article.

I just want to ask you as an initial matter, in all of your conversations and
communications with Peter Smith, did you ever get the impression that he was
mentally unstable, any sense he was not in control of himself?

A No. Quite the contrary.

Q Okay. And so did he seem like a coherent and functional --
A Correct.

Q --person?

A Yes.
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Q  Okay.

| want to go through a timeline, and then | am going to ask you to describe
afterward, kind of, your experience, especially based on what was in the article.

So, on June 14th of 2016, The Washington Post broke the story about the
hack of the DNC network. When was the first time that you learned about the
DNC hack?

A | learned about it from the media on that day.

Q Okay. And is this around the time you began looking at the stolen
emails?

A  So ! looked at Hillary Clinton's emails that were released under the
Freédom of Information Act as they were released by the State Department, which
was long before this took place.

Q  Uh-huh.

A And fhe stolen emails | looked at after they were published by
WikiLeaks. And | looked at the documents released by the persona Guccifer 2 as
they were released by him publicly.

Q Okay. Right. So, on Friday, July 22nd, 3 days before the start of the
Democratic National Convention, was when WikiLeaks released nearly 20,000
emails from the DNC.

Monday, the 25th of July, the FBI confirmed it had opened an investigation
into hacking of the DNC, and sources and experts had begun attributing the
attacks to Russia.

That same day, July 25th, then-candidate Trump tweeted, quote, "The new
joke in town is that Russia leaked the disastrous DNC emails which should never

have been written. Stupid because Putin likes me,"” end quote.
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Two days after the FBI opened its investigation, on Wednesday, July 27th,
then-candidate Trump publicly encouraged Russia to hack Secretary Clinton's
email. He said, quote, "Russia, if you're listening, | hope you'll be able to find the
30,000 emails that are missing."

Do you recall hearing these statements around the time they were made?

A | remember they were reported in the media, yes.

Q And did you find the statement by then-candidate Trump to be
appropriate? Inappropriate? VWhat were your thoughts, based on your
expertise?

A So my experience is, when the initial hack took place, | think people
were very quick to jump to the conclusion that it was Russia. My default position,
having worked the -- you know, doing analysis, was that you begin your
assessments from "l don't know" and then you work forwards.

When they began disclosing emails and hacked documents, it struck me as
something that was very similar in category and style to the, sort of, 1960s, 1970s
Soviet disinformation. That struck me as, sort of, being very significant.

It wasn't really until much later that we had -- or that | had access to quite
strong technical indicators that very strongly linked this to the Russian
Government.

Q  So my understanding is you -- | don't recall if it was in your Lawfare
article or elsewhere, but that you initially, as you said, kind of
questioned -- particularly when CrowdStrike came out with their assessment, you
had initially questioned that assessment and later came to a similar determination?

A So not so much that | questioned the assessment, but | thought that

they came to the conclusion with too much confidence early on.
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Q And what changed your mind then later?

A . So, over time, a number of additional documents were released. The
style of their release.

Also, over summer, | had access to things like the particular piece of
malware that was used during the DNC hack. | was able to cross-reference that
With other known pieces of malware and show that this was very likely APT-28
malware that had been used.

And, also, much later again, after John Podesta's emails were leaked, we
were very strongly link the phishing email that he had been sent to a very large
number of additional phishing campaigns which are very strongly tied to Russian
military intelligence.

Q So what were the circumstances under which you were granted
access to that information?

A As a cybersecurity researcher, | have lots of friends and contacts who
work with threat intelligence, trying to understand cyber attacks as they happen in
the private sector. | have lots of nondisclosure agreements with those
organizations. Sometimes they share technical artifacts in order to verify and to
cross-reference with different firms that have different views of industry.

Q Right. So you were sort of providing an expert view on that forensic
evidence. And| --

A For the most part, all of my analysis that was public was based on
public information. The access that | had to things like the malware, in particular,
| don't think this is public. But| was able to cross-reference that with known
APT-28 malware, which is strongly tied to the Russian Government.

Q And based on your background either at GCHQ or in the private sector
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previously, you had been exposed to Russian cyber activities previously, so you
had an expertise in this area. |s that correct?

A  Sol've always had a -- I've spent a lot of time analyzing Russian cyber
intrusions, but -- not specifically Russian. [I've analyzed lots of intrusions
internationally from, you know, China, from Iran, from Russia. It's very clear from
this particular piece of malware that this was very strongly tied to the Russian
Government as opposed to other nation-state actors.

Q Right.

Okay. So, as | mentioned, July 27th, Donald Trump made a statement
about the Russians finding 30,000 emails, Hillary Clinton's emails.

The next day, on Thursday, July 28th, you published an article on Lawfare
blog titled, quote, "On the Need for Official Attribution of Russia's DNC Hack." So
what prompted you to write that article?

A | believe that article was prompted by a joint statement by Adam Schiff
and Senator Feinstein on -- there had been a number of leaks in the press about
the Intelligence Community having a position that the Russian Government was
behind these leaks. It felt, to me, inappropriate that these were leaks coming out
in the press and that it would've been much -- from a foreign policy perspective, it
would be actively desirable for them to make this into a firm assessment.

Q Okay.

And are you familiar with the declassified Intelligence Community
assessment released on January 6th of this year?

A Yes.

Q  According to the assessment, quote, "In July 2015, Russian

intelligence gained access to Democratic National Committee, DNC, networks and
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maintained that access until at least June 2016," end quote.

e s s
T
e

Based on your expertise and what you've observed, do you have any doubt
that Russian actors were responsible for the hack of the DNC network?

A Not at this stage.

Q |would like you -- take as much time as you need, but, you know,
maybe briefly talk us through how you came to know Peter Smith, how you came
to be in contact with him, and, kind of, the situation surrounding the Lawfare article
that you wrote.

A Sure.

So, long before any of this had taken place, | had written -- | had done a
bunch of analysis of Hillary Clinton's emails that had been released under the
Freedom of Information Act. And | have a Twitter account, and, as | go through
documents, quite often, just to break it up, you know, reading some of these very
long documents, | would tweet out snippets of things that | thought were
interesting -- you know, my, sort of, analysis.

Then, during the 2016 campaign, there was -- and that wasn't just specific
to Hillary Clinton's emails. | did this for large numbers of different FOIA
documents, with, you know, Intelligence Community assessments around the
world, things to do with cybersecurity or national security. And | did this for a wide
variety of different documents.

Then, during the 2016, sort of, intrusions, when the DNC was first hacked,

when | saw, you know, the original media stories and as | saw Guccifer 2
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posting -- or the alias Guccifer 2 posting some of these documents, this was
something that was clearly cybersecurity- and national-security-relevant. So |
was going through them and tweeting out things that | thought relevant and
interesting, things where | thought that they had made mistakes, where | thought
that they were doing things with a particular strategy in mind and trying to come to
a considered view as to who this was, why they might be doing it, and what was
going on.

Then, much later in September, on September the 4th, | believe it was, | got
an email completely out of the blue by this person, P‘eter Smith, who | had never
heard of before, | had never had contact with before. He said in his email that he
was someone who was a political operative from the political right, which |
understood to mean that he wasn't directly associated with the Republican
campaign but might be, sort of, someone that is -- a Republican who is very
interested in it, potentially someone that had money and was interested in, sort of,
influencing, you know, down-ticket races or something. And he was very
interested in the work that | had done on the Hillary Clinton emails.

| assumed, based on the fact that | had done a lot of much more high-profile
work on the DNC emails, that he was making a mistake, that he actually was |
interested in the stuff that | had written about the DNC emails rather than the
Hillary Clinton emails.

And so | thought that, in order to understand what it wa.s that he wanted,
whether this would lead to business opportunities, given that | assumed this wasn't
a campaign, and whether or not -- you know, what else was going on, | thought |
would phone him and see what was going on.

Q  So, after that September 4th email, did you respond back -- you
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responded back to him, you called him, and then how did that communication
begin?

A Right. So | gotthat phone call very late in the day on September the
4th. | phoned him on September the 5th, or was it the other way around?

I | think that's right, based on your documents.
MR. TAIT: Yes. Well, | phoned him on September the 5th.

B sov. | keep interrupting.  You mean that you got the email
from him on the 4th.
MR. TAIT: Correct. Yes.
-+
Right. Email on the 4th. You called him on September --
On the 5th. Yes,
Or received a phone call.

No, | phoned him.

o r O P PO

Okay.

Sorry. Keep going.

A So we arranged the phone call. | phoned him. It was this man that |
had never met before called Peter Smith. We sort of tried to, you know, sort of as
an icebreaker, sort of talked about some of the events that were going on in the
news, trying to get a feel for who he was, how connected he was, what it was that
he was ?nterested in. -

He was very clear that, you know, he was a very partisan political operator.
He had, you know, very strong views on, sort of, issues of the day. You know, the
conventions had recently happened. He mentioned that he had bbeen at the RNC

convention, that he had met lots of people that were very senior within the Trump
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campaign. He mentioned that he had spoken to Kellyanne Conway, that he had
spoken to Steve Bannon. He mentioned that he was very good friends with
Michael Flynn, Sr., and was a close family friend.

B Vs this all in the initial one phone call you had?

MR. TAIT: On the initial call, yes.

And, you know, we spoke about things like Hillary Clinton's email server,
whether or not it was secure, wiiether or not, you know, this was normal -- sort of,
questions along those lines, just really to try and break the ice, try and work out
what it was that he was wanting.

And one of the things that | didn't know until the phone call that | was really
trying to work out was why he had contacted me and what it was precisely that he
wanted from this phoné call. You know, was it just that he wanted some
information? Was it that he wanted, you know, me to do some work? You know,
what was it precisely?

And one of the things that | was very concerned about was, was he
contacting me in order to ask me to hack Hillary Clinton's 30,000 emails? You
know, was he -- you know, this is a guy that's a lawyer. He knows not to ask
these questions directly, but is he asking these questions indirectly? That was
something that | was very concerned about on the first call. And that was the
main thing that | was trying to ascertain: Are you asking me to do something
illegal, in which case this conversation needs to end immediately, and, in the event
not, what precisely are you asking me to do?

And towards the end of this conversation, he mentions that what he wants
me to do is he wants me to validate some emails. And he says that he's got an

expert in the deep web, or the dark web, who was being contacted or was in
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contact with a hacker who claims to have access to Hillary Clinton's private server
emails, the ones that had publicly been said to have been deleted, and that, from
Peter Smith's perspective, he was very interested in arranging for those emails to
become public before the election because the emails were a political issue that
was causing Hillary Clinton problems in the polls.

- R

Q So what did you understand Mr. Smith to mean by having someone on
the dark web or the deep web?

A So what | understood him to mean was that there was someone that
he was working with in the United States who was an expert deep-web/dark-web
investigator, whose job or whose expertise was in contacting people, | assumed
via TOR. He didn't mention TOR specifically, but | assumed --

Q --router?

A --router, which is a web browser used for accessing anonymous Web
sites. | assumed that that was how they had been in contact and that this person
had, in their view, been in contact with someone who credibly claimed to have
access to Hillary Clinton's emails.

And by the end of the first phone call, | was so uncomfortable with this
conversation | really didn't want to, sort of, pursue it as a business opportunity.
But in the event that there was someone out there who was an expert deep-web
investigator who, in their position, this is a credible thing that they've been
contacted with, Hillary Clinton's emails, and that this is -- Peter Smith is, you know,
closely, you know, tied to, sort of, the Republican inner circle, whether or not he's,
sort of, working for them directly, that seems to me, in light of the DNC hack,

something that was extremely noteworthy and something | needed to try and
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understand.

Q  So how did the call end? So he made his pitch to you. You were
very uncomfortable. How did things end after that phone call on the 5th?

A So what he said was he said that | need to set up a Protonmail email
account because it was encrypted and it couldn't be intercepted by anybody.

He was very insistent -- like, as a cybersecurity expert, quite often | get
contacted by people that are reasonably paranoid about communications. As a
general rule, the more paranoid people are, the less useful they are to speak to.
It seems to be quite a strong correlation.

But, in this particular case, based on the fact that he was claiming that he
was in contact with these people that had Hillary Clinton's emails and given that
the DNC had recently been hacked, the DCC had recently been hacked, DNC
emails had recently been leaked, it didn't seem unreasonable that this was
something that maybe the Russian Government or, you know, some Russia
hacking group might be trying do; that, in the event that this information was not
going to be available without setting up a Protonmail account, for the effort of
setting one up, that was what | was going to do, and that on the back of that he
would then send me materials.

Q  Allright.

So did Mr. Smith -- what was the nature of his possession of or knowledge
of the emails?

You said, as you understood it, he knew somebody who was some sort of
dark-web investigator who was then in communication with hackers who maybe
had these emails.

Was it during this -- | have two questions. One, was it during this phone
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call that he confirmed that he thought they might be Russian? And, second, was
he in possession of the emails? Was the investigator in possession of the
emails? Or was the, sort of, third-level hacker types in possession of the emails?

A So--

Q At the word of those people, | guess.

A --as he conveyed it to me, that this was a group that he and his law
firm were doing for -- you know, building up this dossier of information for the
purposes of the campaign; that this was going to be released prior to the
campaign, and the purpose of it was explicitly about the election; and that he
either employed or one of the other members of this team was the
dark-web/deep-web investigator and that that was their expertise and that that
person was in direct communication via the dark web with someone that credibly
claimed to have these emails.

And the thing that Peter Smith wanted me to do was -- this hacker was not
going to give them these emails without payment, and so they wanted to get a
sample of these emails. My task would then be to validate whether or not these
emails are legitimately from Hillary Clinton's email server. And, in the event that
they turned out that they were, then the payment would be made, and these
emails would then be released prior to the election.

Q So you would be validating a sampling of the emails --

A  Correct.

Q --so that he could pay the hackers to give him all of them for this, kind
of, dossier that they were putting together --

A  Correct.

Q --against Hillary Clinton.
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A Yes.

Q  You mentioned a Protonmail account. Did you end up setting that
account after the call?

A Yes. And you have the emails from there.

Q Uh-huh. And so what addresses were you using to contact him prior
to that discussion?

A Sothe --

Q  You said he emailed you out of the blue.

A The very first email that he sent me was to my Gmail account. This is
a public account. People that know my name can very easily find this email
account. That was where he initially contacted me.

On the back of that, | set up a Protonmail account and emailed him. And
the communication was then entirely via Protonmail.

Q Uh-huh. And were other individuals involved in the operation
also -- did they also have Protonmail accounts?

A That I'm aware of.

Q Yes. Areyou aware of anybody other than Peter Smith that was also
using Protonmail that was involved in his operation?

A So | understood that everybody was using Protonmail and that this
was a common practice with the team and that this was on the advice of General
Flynn, who had a company that was involved with cybersecurity, and it was them
that had advised everybody to use Protonmail.

Q And how many people did you understand to be part of this operation?

A On the first phone call, | assumed that it was going to be a very small

operation, that this was something that he was doing via his law firm, that it might
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be, you know, sort of, five people max.

After-one of the emails that | got which provided, sort of, a list of different
people, it felt to me like a bigger operation, but it was never relayed to me how big
it was. |

Q Okay.

And you mentioned -- sorry, going back -- that Smith wanted you to validate
a sampling of the emails so he could determine whether it was worth paying the
hackers to get all of the emails. Did you understand him to have that sampling?
Or was he contacting you and then was going to get the sampling later?

A Itwasn't entirely clear. |assumed that he did have the sampling and
that he was not going to provide it to me until | had signed a nondisclosure
agreement. It's not 100 percent clear.

Q And to this day you don't know whether or not he had that sampling?

A On the basis that none of these emails were published, | have to
assume that he didn't have access to these emails in the end.

I Did he tell you that he had a sampling?

MR. TAIT: |can'trecall
-

Q So you said that the dark-web expert investigator, as you understood
it, was either someone that was employed by Smith or someone on his team was
in contact with the dark-web investigator. | just want some clarification on your
understanding. Was this -- let's call them an intermediary between the hackers
and Peter Smith. Did you understand that to be someone who worked on his
team? Or did you understand that to be a third party that you were never aware

of?
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A Solassumed, based on the first phone call, the way that he was quite
evasive, describing the other people on his team, that this was something that he
believed was sensitive, who else was working on his team, and that he wasn't
going to reveal that information to me.

From context, | assumed that this was someone that he was employing,
either directly or as a contractor or, you know, potentially as sort of a contractor at
a distance, but that this was someone that he was paying to do this work.

Q  Okay.

And | think you've mentioned some folks and Shane Harris has mentioned
some folks in his Journal articles -- Eric York, John Szobocsan. Did you ever
believe any of those individuals to be this intermediary?

A So, on the first phone call, it was all very, very vague, and | assumed
intentionally vague, as to who else was involved.

| was later sent an email which contained a list of various people that are
ostensibly involved in this activity. | assumed that this cover sheet on this
document had been sent to me in error, on the basis that he had been so evasive
as to who was involved the first time.

It's possible that -- | believe Eric York was mentioned in one of the emails,
but it was -- it was never explicitly said that he was the person that was the
deep-web specialist, but it is possible.

Q  So we understand that Peter Smith set up -- or described to you in his
document that he ended up sending you that he was starting an LLC, KLS
Research, in order to, | guess, collect payment for this work. What was your
understanding of the purpose of KLS Research?

A It was never mentioned on any of the calls. This was mentioned on
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one of the cover sheets of a document that he had sent me. | assumed that this
document had been sent to me in error because it detailed a lot of information
which had been -- it felt deliberately opaque on the previous call, so it felt very
unusual for them to be providing that sort of level of detail. It mentions things like
Trump campaign officials. It mentions that this is set up as an LLC to avoid
campaign reporting.

And as both neither a U.S. citizen nor at the time a U.S., you know, person,
this felt to me like | just did not want to touch. This is, you know, in the middle of
a U.S. election. This is, you know, the U.S.'s problem, not mine.

Q So Peter Smith, very evasive on your phone call on September 5th,
gives you very few details. And then you receive, you assume in error, quite a bit
of what you assume to be sensitive information about his operation, the company,
the funding. Is that --

A So he describes on the phone call lots of details about the operation,
but he's quite evasive as to who it is that precisely is involved and how many
people are involved. Then he provides this document as an email between the
two phone calls.

Q So at what point did it become clear to you -- | think you mentioned
there were a handful of other GOP folks who were mentioned with respect to this
operation. Was that part of the -- you said Michael Flynn was mentioned on the
phone. Were any other individuals mentioned on the phone, or this was just the
cover sheet that you thought you received in error?v

A  So, on the ﬁrs\t phone call, he mentioned, sort of towards the beginning
part of the phone call, that he had been at the RNC, that he was very, sort of,

well-connected. It came across during the conversations -- | mean, you all know
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what it's like, being in D.C. There are lots of people that name-drop aggréssively.
So | was trying to work out is this someone who, you know, watches lots of news
and is very political but actually is not very connected, or is this someone who
genuinely is connected, who, you know, actually does know these people? Does
he know them, you know, as someone that, sort of, hangs éround them, or does
he actually know them at a, sort of, personal -- you know, understanding things as
to what's going on inside this inner circle?

Based on what he told me of his interactions at the RNC, it seemed like he
had some very, very close connections with Michael Flynn, Sr. He knew to a very
significant detail what Michael Flynn, Sr.'s interactions were, what Trump
campaign fears were.

You know, this was during the height of the campaign, when none of this
information was really, sort of, publicly accessible or, sort of, publicly being
broadcast. So it really felt like he did have very significant connections with the
Trump campaign.

Q So do you remember any other, like, specifics of the types of -- like,
any more detail about what he told you about those relationships or connections?

A So two things sort of stuck out in particular. One was he mentioned
about General Flynn's, sort of, angling for positions within a future potential Donald
Trump presidency. He mentioned a feud between General Flynn and Director
Clapper, the Director of National Intelligence at the time, which wasn't particularly
public. If you watch a lot of interactions between the two of them prior to that, you
can kind of pick it up, but it's something that's not particularly public, it's not
particularly obvious. It's also not particularly flattering to either of them. So it

seemed like something that you wouldn't know by just hanging around.
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And he understood things like General Flynn was -- or he relayed that
General Flynn was angling for the Director of the CIA position or potentially
the -- you know, that he famously didn't like -- or he was considering abolishing the
ODNI that hve didn't like, but that he had been persuaded that it would be too
difficult to get -- to be Senate-appointed perhaps as becoming the CIA Director
and so, instead, would be the National Security Advisor, which -- later, he then
became the National Security Advisor. And this was long before those
conversations were public.

Q So, going back to the document that you received that you assumed
was sent in error that mentioned KLS Research, to the extent you recall, what
other information about this operation was included in that document?

A  Can you repeat the question?

Q  So the document that you thought you received in error that had -- this
was the document that had the names of individuals and said in it that KLS
Research had been created for this purpose. s that correct? Are there other
details of the operation that you recall that were included in that document that he
didn't tell you over the phone?

A Forsure.

And, after the first phone call, it seemed quite clear that he was a very close
family friend of General Flynn, that they were setting up this operation to do a
significant amount of work, this wasn't something that they were doing in their
spare time, that this was, sort of, opposition research.

But it wasn't until | got this document that it sort of became clear to me that
this was either the official or an official, sort of, operation, acting intentionally at

arm's length from the Trump campaign, that this was essentially the official
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oppositional research for that campaign.

Q  Okay.

And so, on September 6th, after you have your first phone call, you receive
an email from Mr. Smith. In that email, he mentions he wants to connect you with
General Flynn's son, Michael G. Flynn, after the election.

As you understand, what was the purpose of that connection? Why would
you be put in contact with Flynn, Jr., after?

A My understanding was that this was about potential future networking
opportunities that might have been relevant to my business, that he was
essentially trying to éay, "These are our people that | can put you in contact with.
You will be able to create business opportunities off the back of our interactions."

Nothing came of it, both because, you know, | didn't interact with them but
also because | have no interest in them.

Q Uh-huh.

He also mentions wanting to connect you with Brian Robins of AlienVault.
What was the purpose of that introduction, and who is Brian Robins?

A ldon't know Brian Robins, but | assumed it was the same, that this
was, you know, potential future business networking opportunities.

Q  So were you ever in contact with Mr. Robins of AlienVault?

A No.

Q Okay.

Mr. Smith mentions connecting you with Eric York, who we mentioned
before. As you understand it, who is Eric York, and what was the purpose of
being in contact with him?

A Atthe time, | understood it to be, again, the same, that this was
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potential future networking opportunities. It's possible that he may have been
involved in the operation, but he was only mentioned on that email. He was never
mentioned since, so | honestly don't know.

Q And you never discussed who Eric York was or why you might be in
contact with him?

A No.

Q So Mr. Smith copied someone named Jonathan Safron and also a
John Szobocsan on the email to you. How were these individuals described to
you? What role did they play?

A So, on the first phone call, Peter Smith mentioned that he had
colleagues who would be on the future phone call. On the future phone call, they
were there. So we had two phone calls. The second phone call was with Peter
Smith, with Jon Safron, and with John Szobocsan.

My impression was that Jon Safron acted as sort of like an éssistant, that,
you know, he didn't really take part in the conversation but set up a lot of things.
You know, he relayed a lot of work for -- you know, he was on several of the
emails.

Jonathan Szobocsan, by contrast, was someone that was senior within the
firm. This was someone who took part substantively in the conversations and
was much more -- Peter Smith tended to sort of ramble around a lot. John
Szobocsan was, you know, quite business-orientated, and on the second phone
call he was quite -- he very much wanted me to sign a nondisclosure agreement
before discussing any further.

Q So can you talk us through, then, what happened on that second

phone call? When did it take place? What was the discussion?
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A  So it took place about a week later. | think it was on September 12th.

It was a little bit shorter than the first phone call. | think it lasted about 25, 30
- minutes.

On this phone call, we discussed some of the events of the previous week.
| think we discussed, for instance, Hillary Clinton had a server which was a
particular model of Dell computer, which Peter Smith thought was amusing
because he had previously used an exact same model Dell a long time ago for his
company that was in a closet somewhere. And he was very convinced that,
because this was so old, that this showed a, sort of, lack of taking security
seriously.

We discussed that. We discussed some other stories from the day. We
again discussed the fact that my role was going to be the validation of these
emails. And | repeated my concerns to him that, in my considered view, that this
was -- that the people, if they had the Hillary Clinton emails, that they were in
contact with, that there was a very substantial likelihood that this was the Russian
Government and that the Russian Government is not acting in Democrats'
interests or the' Republicans' interests, they are acting in the Russian
Government's interest, and that, in the event that you play this game, like, you are
playing with fire and you're going to get burned.

His view, both on the first call and on the second call, was that it really didn't
matter who these people were, that it could be the Russian Government, it could
be, you know, Russian criminals, it could be students, it could be whoever. He
genuinely didn't care. He freely admitted that it could be the Russian Government
but it was not something that was particularly, you know, bothersome to him.

So | repeated that, on the second call, my task would be to validate these
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emails. He would get a sample once | had signed the nondisclosure agreement.
Then he would send the sample over to me, which | would then validate in the
event that, in my considered opinion, they were Hillary Clinton's -- or, from their
perspective, what -- | would then have these emails, if | considered them to be
Hillary Clinton's emails, and they would pay for the rest of them to be released
prior to the election.

Q So you said that on both phone calls you, sort of, warned Mr. Smith
that you were very concerned that this may be a Russian Government activity, and
he said, you know, he wasn't concerned, he didn't care if it was the government or
criminals, and you said he freely admitted he didn't care.

From how you understood things, did he believe that he was working with
Russians? Was it that <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>