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O Yes. And thanks. And we're just going to discuss as it relates to

what we've been talking about here.

So when CrowdStrike was brought on, and correct me if I'm wrong, I think

you said CrowdStrike made the decisions over which servers to mirror, copy,

slash --

A Correct. Clone.

0 -- clone. Thank you. They did that based upon their expertise.

A Right.

o Right. so they didn't copy all the servers that the DNC has, right?

A Correct. I want to stress here, the DNC has many, many servers,

hundreds. And we looked at all of them in terms of nefarious activity of any kind,

not just limited to APT-28 or APT-29. I want to stress that.

And in our investigation led by CrowdStrike but not limited to CrowdStrike's

experts -- I mean, my team was involved in assisting with those

efforts - CrowdStrike's toolsets found and we found evidence of compromise.

And, again, I'm sorry, I don't remember the exact number. I want to say 38

systems. Some of those systems were laptops, for instance, right? And, you

know, I think one or two of them were interesting enough for us to clone them to

see if they had any forensic value.

Now, this is going beyond my level of expertise here. I know a little bit

about what forensic analysis looks like, but I don't know enough to speak to that.

O That's okaY.

A Now, in terms of what threshold or what criteria CrowdStrike used to

determine which of the 38 needed cloning, I can't speak to that with any authority.

O Sure.
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A But I do think that what they were looking at -- my understanding, at

the very least, was if they could find - if we could find, in looking further into

historic logs, meaning things that happened in the past instead of things that are

happening - you know, once you take an image of the thing, it's no longer logged.

Like, the image is not mirrored after you copy it. So, like, looking at past evidence

of activity that they can confirm scope, nature, and, you know, various types of

activities used by the adversaries.

O So, once CrowdStrike made the determination, with your assistance,

you guys working together - and forget the technicaljargon because l'm not going

to get it right -
A Sure.

O -- but whatever servers and systems were copied, mirrored, cloned,

that materialwas given over to the FBl.

A My understanding is yes. I don't know if all of it was given --

O Okay.

A - but I do know that whatever the FBI asked for -- and I know this

from having another few text messages with the agent at the FBI -- that whatever

they asked for they had received from CrowdStrike.

O Okay. So I just want to -- so there may be some stuff that

CrowdStrike copied, mirrored, cloned that wasn't given to the FBl. You just don't

know.

A I mean, CrowdStrike didn't do any copying and mirroring. We did.

O You did.

A Yeah, provided those to CrowdStrike. And CrowdStrike may not

have given all the things to the FBl, but it doesn't mean that they withheld anything
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from the FBl.

O Sure.

A I want to make sure that thats - that's really important.

O No, I understand that. Who at CrowdStrike would have that

answer?

A Well, I mean, I spoke with Robert Johnson, the project manager

assigned to the DNC. I spoke with others since then, but I don't - I think the

agent - the FBI agent that I spoke with was speaking directly, I believe, with

Robert Johnson.

O And who is the FBI agent you were talking to?

A The FBI agent - so I carrninrJ specialAgentl

I His first name, lthink, is

O And so CrowdStrike is brought on on or about May 1st, 2016. The

DNC's first contacts with the FBI in relation to what we're discussing here were

about when?

A Say that - l'm sorry.

O So CrowdStrike was brought on on or about May 1st, 2016, for

everything we're talking about here.

A Correct.

O When was the DNC's first contact wilh the FBI in regards to what

we're discussing here?

A September 2015 is the first phone call that I received.

MR. ELIAS: I think he means in May, right?

Right.

Yeah, just so we're clear, you engaged CrowdStrike after
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you discovered -
MR. TAMENE: Evidence

- evidence -
MR. TAMENE: Right. Correct.

- not because of the FBI contacting them

MR. TAMENE: Correct.

MR. ELIAS: No, but I think his question is -- you were talking to

CrowdStrike then. When is the first contact with the FBI subsequent to that?

Right. Exactly

MR. TAMENE: Subsequently to CrowdStrike being engaged?

Yes.

MR. TAMENE: So, I mean, lwasn't on the phone with CrowdStrike and

the FBI at the same time. But I did get a text message, again, from Agent

Ifrom the FBI--

After he finished his triathlon?

MR. TAMENE: Well, I mean, I think he was done on Monday or Sunday

It was, like, some thing is what he called it. I don't know. And -
MR. ELIAS: I don't think that's a triathlon.

MR. TAMENE: I don't know what it is. But, anyway, so he - Tuesday,

maybe Wednesday, so May 3rd or 4th is when ng"ntlconfirmed that he

had reached outto Robert Johnson, they had spoken. And Robert Johnson

confirmed that, as well, on the phone.

I mean, I had a 9:00 a.m. phone callwith Robert Johnson everyday for, oh,

I don't know, 2 months. So one of the things that we discussed was his

engagement with AgentI and their progress, if you will.
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BY

O And so, between the FBI and CrowdStrike, did the FBI ever make a

request of the DNC to have full access themselves?

A No. No, that did not - that never happened. I think egentl
would have asked for that if he needed it. I had a good relationship Agent

I stilldo. I spoke with him last maybe 3 weeks ago, you know, again,

texting but also a phone callas well. And there's no reason to think that he was

sort of shying away from asking something.

O Sure. l'm just trying to figure out if the FBI ever, either Agent

Iorotherurise --

A Sure.

O -- asked the DNC for full access to everything.

A ngentf or any other agent never asked me, and I have no

reason to think they asked the DNC other personnel about this.

O Okay. And, internally, at some point, the DNC, did they make a

decision to utilize CrowdStrike services versus turning the whole thing over to the

FBI? ls that a conversation you all had?

A I didn't -
MR. ELIAS: What do you mean by turning the whole thing over to the FBI?

Well, if there was a -- so there was an initial contact with the

FBI in September o12015 and then again in the coming months of early 2016,

right? And, obviously, there was something afoot. Some bad, nefarious activity

was going on.

MR. TAMENE: Sure.

So certain individuals would turn to law enforcement; other
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individuals would turn to private-sector individuals. So l'm trying to figure out --

MR. ELIAS: But with all due respect, the FBI doesn't remediate your

problem.

No, I get it. I'm asking --

MR. ELIAS: So it's not an either-or.

I I believe they say CrowdStrike also sort of helped rebuild

some of those systems. This is not something you would -
I lknow. But l'm asking him.

MR. TAMENE: Yeah. No. I think if I knew - which I didn't, and I still

don't -- knew that the FBI offered comparable, similar type of services that

CrowdStrike offered, sure, lwould've probably considered them as a resource.

That was not known to me, is still not known to me, that they offer those kind of

services.

The kind of services or the kind of support that Agent ad provided

thus far was sort of, "Hey, maybe there's something going on here. You should

take a look at it."

One thing in addition to that that he did is send a script to run on our

systems to see if we could find some activity. And that was in April, I think, of

2016. And we ran that script or a modified version of that script in May. And l'm

really glad we didn't run the script he sent us in April, because if we had, we

would've been discovered immediately by the adversaries. I'm not saying that's

him being incompetent. He was giving me a sample.

O No, and I'm not saying the FBI is the problem-solver of the world.

Well, let me try again with an analogy, which is, if your house

is - in the physicalworld, if your house is broken into, ransacked, a sort of
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analogous, noisy activity to what you discovered on your systems on April 28th, at

the end of the day, ifs not going to be the police who's going to help you get your

stuff back and inventory everything. You're going to call the insurance company.

MR. TAMENE: Sure.

But in that situation, most people's first callwould be to law

enforcement. Come -
MR. TAMENE: Right.

-. collect evidence, take pictures, so on and so forth. And

then you get on with whatever private-sector engagements.

Now, I'm not saying it's a perfect parallel, but I think the question he was

asking is, when you discovered this noisy activity on April 28th, understanding -
To be clear, the noisy activity, he did not know it to be a

burglar, in your example, at the time.

I we don't interrupt you when you ask questions, so

please allow us the same courtesy.

When you discovered this noisy activity that you

thought -- weren't certain but, you know, strongly thought was, you know,

anomalous, you know, unauthorized activity on your systems, was there a

discussion of bringing in law enforcement to directly look at what had happened,

see what you had seen, call the FBI into your office, sort of like you would callthe

police after a burglary?

MR. TAMENE: So I did. I mean, my text message to the agent, Agent

I of the FBl, on Friday, April 29th, yes, was saying, "He!, I think we found

some evidence that suggests nefarious activity on our network. Do take a look at

the logs that I sent you." My hope was that the log that I sent him would
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corroborate the evidence that we found. Turns out that it didn't, but that was one

of the things that I was hoping for.

And he was, you know, gracious and responsive even though he was, you

know, doing whatever he was doing. He said, "Let me know if you need any help

over the weekend."

And, you know, by the time .- you know, the following day was Saturday.

We had phone calls with, like I mentioned before, with folks who knew what they

were talking about in the cybersecurity space and then again on Sunday when

CrowdStrike was brought in. And by then, you know, the kinds of expertise that I

was getting, that the DNC was going to get by Monday was, you know, sufficient,

right? My fear level, which was a 10 starting Thursday, maybe went down to a 9,

maybe 9.5 at that point, because I knew that I had the support that I needed, the

DNG needed at that time.

And that was further, lwant to say, supported by AgentI response

after he spoke with Robert Johnson at CrowdStrike to say you're in good hands. !

thinkifAg"n[hadsaidyou,renotingoodhands'whichhecouldhave

said, I would have freaked out, and I would have talked to DNC leadership in

saying,'Wedon,thavetherightpeopleonthejobhere.eg"nfistelling

me something different," right? But he didn't, He did the opposite of that. He

confirmed my feelings or my belief that we were in good hands.

BY

O And then my last question before! has a couple more is, do you

know how much the DNC paid CrowdStrike for their services in relation to this?

A I don't know, actually. That wasn't part of my budget.

O No, sure. Do you know who would know over there?
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A Well, I am pretty sure -- I don't know. I mean, the two people that

I'm pretty sure would know are probably the CFO at the time and the COO, who

wrote the check, right? I mean, the people who signed it, presumably they would

know.

O They were? Sorry. I don't know their names.

A Oh. I mentioned the COO's name, chief operating officer's name, at

the time was Lindsey Reynolds.

And when would the check have been written? 'l don't know when the

check was written. So we've had three CFOs in the past year. One of them is

named Brad Marshall, the first one. And then another one is named Charles

Olivier. And the third one, current one, is named Joe -- I don't know how to

pronounce his last name. I'm sorry.

O Thanks very much. Appreciate it.

I Just one question in the 1 1/2 minutes I have left.

There's a New York Times article in December 2012 that goes through

most of the timeline we have talked about today, which repeatedly references and

includes a Snapchat of a memo that it was reported that you wrote.

Can you just briefly describe the circumstances under which this memo

came about? When? Why? What's in there besides what's --

MR. ELIAS: l'm sorry. What is the memo?

It seems to be a memo recounting at some point in the

future, or at some point in April 2016 or subsequent, the engagements that Mr.

Tamene had with the FBl, beginning in December 2015.

MR. ELIAS: And how did the Times get it? Do you know?

- 

They said it was a memo that's been obtained by the Times
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I ldon't knowwhat memo.

MR. WILSON. This is actually a memo that was created at the request of

counsel. So I think that we can have another conversation separately about

getting further into that, but I think there's some privilege issues there we need to

sort out.

Okay

I think that's our time.

I don't have any further questions. I think that concludes

the interview

Thank you. Thanks.

[Whereupon, at3.44 p.m., the interview was concluded.]
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